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Lernziele ;VL 1

Vertiefen des Wissens über die interne
Funktionsweise von Betriebssystemen

Ausgangspunkt: Systemprogrammierung
Schwerpunkt: Nebenläufigkeit und Synchronisation

Entwickeln eines Betriebssystems von der Pike auf
OOStuBS / MPStuBS Lehrbetriebssysteme
Praktische Erfahrungen im Betriebsystembau machen

Verstehen der technologischen Hardware-Grundlagen
PC-Technologie verstehen und einschätzen können
Schwerpunkt: Intel x86_64
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Überblick Vorlesungen

Hardware

Anwendung(en)

Gerätezugriff
(Treiber)

Unterbrechungs-
behandlung

Interprozess-
kommunikation

Kontrollfluss-
abstraktion

Unterbrechungs-
synchronisation

Prozessverwaltung
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Was wir gemacht haben Drei inhaltliche Schwerpunkte!

VL1 Einführung

VL2 BS-Entwicklung

VL3 IRQs (Hardware)

VL4 IRQs (Software)

VL5 IRQs (SoftIRQ)

VL6 IRQs (Synchronisation)

VL7 Intel IA-32

VL8 Koroutinen und Fäden

VL9 Scheduling

VL10 Architekturen

VL11 Fadensynchronisation

VL12 Gerätetreiber

VL13 IPC
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Was wir gemacht haben Drei inhaltliche Schwerpunkte!

1. Ein Streifzug durch die PC-Architektur

VL1 Einführung

VL2 BS-Entwicklung

VL3 IRQs (Hardware)

VL4 IRQs (Software)

VL5 IRQs (SoftIRQ)

VL6 IRQs (Synchronisation)

VL7 Intel IA-32

VL8 Koroutinen und Fäden

VL9 Scheduling

VL10 Architekturen

VL11 Fadensynchronisation

VL12 Gerätetreiber

VL13 IPC
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Was wir gemacht haben Drei inhaltliche Schwerpunkte!

1. Ein Streifzug durch die PC-Architektur

Die APIC Architektur

■ ein APIC Interrupt-System besteht aus lokalen APICs auf 
jeder CPU und einem I/O APIC

Pentium
(primär)
Pentium
(primär)

lokaler
APIC

lokaler
APIC

I/O-APICI/O-APIC

8259A8259A

Unterbrechungsanforderungen

Pentium
(sekundär)
Pentium

(sekundär)

lokaler
APIC

lokaler
APICAPIC-Bus

ein Pentium
Dualprozessor-
system mit
verteiltem APIC
Interrupt-System

ein Pentium
Dualprozessor-
system mit
verteiltem APIC
Interrupt-System

LINT0
LINT1

LINT0
LINT1

lokale
Unterbrechungen

lokale
Unterbrechungen

vs/dl Betriebssysteme (VL 3 | WS 23) 3 Unterbrechungen, Hardware – Hardware-Architekturen 3 – 36

IA-32: Adressierungsarten

■ Effektive Adressen (EA) werden nach einem 
einfachen Schema gebildet
■ alle Vielzweckregister können dabei gleichwertig verwendet werden

■ Beispiel: MOV EAX, Feld[ESI * 4]
■ Lesen aus Feld mit 4 Byte großen Elementen und ESI als Index

EA = Basis-Reg. + (Index-Reg. * Scale) + DisplacementEA = Basis-Reg. + (Index-Reg. * Scale) + Displacement

EAX
EBX
ECX
EDX
ESP
EBP
ESI
EDI

EAX
EBX
ECX
EDX
ESP
EBP
ESI
EDI

EAX
EBX
ECX
EDX
---

EBP
ESI
EDI

EAX
EBX
ECX
EDX
---

EBP
ESI
EDI

1
2
4
8

1
2
4
8

---
8 Bit Wert
32 Bit Wert

---
8 Bit Wert
32 Bit Wert

EA

vs/dl Betriebssysteme (VL 7 | WS 23) 7 IA-32 – Die 32-Bit Intel-Architektur 7 – 19
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Was wir gemacht haben Drei inhaltliche Schwerpunkte!

2. Kontrollflüsse und ihre Interaktionen

VL1 Einführung

VL2 BS-Entwicklung

VL3 IRQs (Hardware)

VL4 IRQs (Software)

VL5 IRQs (SoftIRQ)

VL6 IRQs (Synchronisation)

VL7 Intel IA-32

VL8 Koroutinen und Fäden

VL9 Scheduling

VL10 Architekturen

VL11 Fadensynchronisation

VL12 Gerätetreiber

VL13 IPC
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Was wir gemacht haben Drei inhaltliche Schwerpunkte!

2. Kontrollflüsse und ihre Interaktionen
Prioritätsebenenmodell

Kontrollflüsse können die Ebene wechseln
Mit cli wechselt ein E0-Kontrollfluss explizit auf E1

er ist ab dann nicht mehr unterbrechbar
andere E1-Kontrollflüsse werden verzögert (←↩ Sequentialisierung)

Mit sti wechselt ein E1-Kontrollfluss explizit auf E0

er ist ab dann (wieder) unterbrechbar
anhängige E1-Kontrollflüsse „schlagen durch“ (←↩ Sequentialisierung)

E1
(nicht unterbrechbar)

E0
(unterbrechbar)

t1 t2 t3 t4 t5 t6� �t

cli sti

un
te

rb
ric

ht

un
te

rb
ric

ht

verzögert

un
te

rb
ric

ht
(im

pl
iz

it)

kann
verzögern

(explizit)

vs/dl Betriebssysteme (VL 6 | WS 23) 6 Unterbrechungen, Synchronisation – Prioritätsebenenmodell 6 – 13

Erweitertes Prioritätsebenenmodell

Kontrollflüsse auf El werden
1. jederzeit unterbrochen durch Kontrollflüsse von Em (für m > l)
2. nie unterbrochen durch Kontrollflüsse von Ek (für k ≤ l)
3. jederzeit verdrängt durch Kontrollflüsse von El (für l = 0)

E1
(nicht unterbrechbar, nicht verdrängbar)

E1/2
(unterbrechbar, nicht verdrängbar)

E0
(unterbrechbar, verdrängbar)

7→ Fadenebene

7→ Epilogebene

7→ Unterbrechungsebene

Kontrollflüsse der E0 (Faden-
ebene) sind verdrängbar.

Für die Konsistenzssicherung
auf dieser Ebene brauchen wir
zusätzliche Mechanismen zur
Fadensynchronisation.

vs/dl Betriebssysteme (VL 11 | WS 23) 11 Fadensynchronisation – Prioritätsebenenmodell mit Fäden 11 – 10
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Was wir gemacht haben Drei inhaltliche Schwerpunkte!

2. Kontrollflüsse und ihre Interaktionen

VL1 Einführung

VL2 BS-Entwicklung Ü0 Einführung

VL3 IRQs (Hardware) Ü1 Ein-/Ausgabe

VL4 IRQs (Software) Ü2 IRQ-Behandlung

VL5 IRQs (SoftIRQ)

VL6 IRQs (Synchronisation) Ü3 IRQ-Synchronisation

VL7 Intel IA-32

VL8 Koroutinen und Fäden Ü4 Fadenumschaltung

VL9 Scheduling Ü5 Zeitscheiben-Scheduling

VL10 Architekturen

VL11 Fadensynchronisation Ü6 Fadensynchronisation

VL12 Gerätetreiber

VL13 IPC Ü7 “Eine Anwendung” (opt.)
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Was wir gemacht haben Drei inhaltliche Schwerpunkte!

2. Kontrollflüsse und ihre Interaktionen

user

syscall

thread meeting

object guard

device

machine
nix CPU nix Key Keyboard Controller LAPIC PIT

IO Port toc nix Spinlock CGA Screen IOAPIC Plugbox

Dispatcher Thread nix Chain nix Locker nix

Scheduler nix Queue nix nix Guard nix

nix nix nix Stringbuffer nix Secure nix

nix nix nix O Stream nix Gate nix

nix nix Bellringer nix Keyboard Panic Watch

nix nix Waitingroom Bell CGA Stream nix nix

nix nix Semaphore nix nix nix nix

Guarded Scheduler nix Guarded Semaphore Guarded Bell nix Guarded Keyboard nix

nix Application nix nix nix nix nix

Generalization (“is a”):

Dependency (“uses a”):

Aggregation (“part of”):
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Was wir gemacht haben Drei inhaltliche Schwerpunkte!

3. BS-Konzept allgemein und am Beispiel (Windows/Linux)

VL1 Einführung

VL2 BS-Entwicklung

VL3 IRQs (Hardware)

VL4 IRQs (Software)

VL5 IRQs (SoftIRQ)

VL6 IRQs (Synchronisation)

VL7 Intel IA-32

VL8 Koroutinen und Fäden

VL9 Scheduling

VL10 Architekturen

VL11 Fadensynchronisation

VL12 Gerätetreiber

VL13 IPC
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Was wir gemacht haben Drei inhaltliche Schwerpunkte!

3. BS-Konzept allgemein und am Beispiel (Windows/Linux)

Completely Fair Scheduler (CFS)

■ Ansatz: Ablaufbereite Tasks bekommen die Rechenzeit
gleichmäßig ("fair") zugeteilt

■ bei n Tasks jeweils  1/n-tel der CPU-Leistung
■ hierarchische Zuteilung durch scheduling groups

■ CFS läuft nur bei SCHED_NORMAL
■ Echtzeittask (SCHED_RR und SCHED_FIFO) wie bisher
■ ansonsten: Task mit geringster CPU-Zeit hat höchste Priorität 

■ Scheduling-Kriterium ist die bislang zugeteilte CPU-Zeit
■ Ready-Liste als Rot-Schwarz-Baum, sortiert nach der Zeit
■ Komplexität O(log N)

(in der Praxis trotzdem effizienter als alter O(1)-Scheduler)
■ Prioritäten (im Sinne von nice) werden durch 

"schnellere/langsamere" Uhren abgebildet

vs/dl Betriebssysteme (VL 9 | WS 23) 9 Fadenverwaltung – Ablaufplanung 9 – 51

Windows – typischer E/A-Ablauf

Platten-
treiber
Platten-
treiber

Platten-
treiber
Platten-
treiber

Dateisystem-
treiber
Dateisystem-
treiber

Systemdienste

E/A-
Manager

1

2

4

NtWriteFile(file_handle, char_buffer)

über das Dateiobjekt wird das 
Dateisystem und der Treiber 
gefunden
Daten an bestimmten Byte-
Offset in Datei schreiben
Position auf Datenträger 
berechnen
E/A Auftrag weitergeben
Daten an best. Byte Offset 
auf Datenträger schreiben
Position in Plattennr. und 
Offset umrechen
E/A Auftrag weitergeben
Daten an best. Byte Offset 
auf Platte 2 schreiben
Phys. Block berechnen und 
Operation initiieren

über das Dateiobjekt wird das 
Dateisystem und der Treiber 
gefunden
Daten an bestimmten Byte-
Offset in Datei schreiben
Position auf Datenträger 
berechnen
E/A Auftrag weitergeben
Daten an best. Byte Offset 
auf Datenträger schreiben
Position in Plattennr. und 
Offset umrechen
E/A Auftrag weitergeben
Daten an best. Byte Offset 
auf Platte 2 schreiben
Phys. Block berechnen und 
Operation initiieren

3

1

2

3

4

5

6

7

8

9

5

7
6

8

9

10 Rückkehr zum Anwendungsprozess!

vs/dl Betriebssysteme (VL 12 | WS 23) 12 Treiber – Struktur des E/A-Systems 12 – 29
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Zusammen eine ganze Menge!

Hardware

Anwendung(en)

Gerätezugriff
(Treiber)

Unterbrechungs-
behandlung

Interprozess-
kommunikation

Kontrollfluss-
abstraktion

Unterbrechungs-
synchronisation

Prozessverwaltung
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BetriebssystemeBetriebssysteme
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Realitätscheck: MPStuBS ↔ „richtiges BS“

Es fehlt noch eine ganze Menge!
Adressraumverwaltung und Prozesskonzept ; [BST]

Dateisystem und Programmlader

Netzwerk und TCP/IP

. . .

Beispiel Linux [14]
Aug 91 Linux 0.01: bash, Dateisystem
Jan 92 Linux 0.12: Virtueller Speicher (Paging)
Mär 92 Linux 0.95: X-Windows, Unix Domain Sockets

(jetzt fehlte nur noch Netzwerk!)
Mär 94 Linux 1.00: Netzwerk und TCP/IP
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Realitätscheck: MPStuBS ↔ „richtiges BS“

Es fehlt noch eine ganze Menge!
Adressraumverwaltung und Prozesskonzept ; [BST]
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Beispiel Linux [14]
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Betriebssysteme 7→ ausgeforscht?

„Systems Software Research is Irrelevant” [9]
Urgestein Robert Pike (2000), einer der Entwickler
von UNIX, Inferno [5], Plan 9 [10] und UTF-8
(zur Zeit bei Google beschäftigt):

Where is the innovation? ; Microsoft, mostly
Every other „new” OS ends up being UNIX
Linux? ; Just another copy of the same old stuff
. . .

4A Field in Decline

1

2

3

4

5

6

7

1979 1981 1983 1985 1987 1989 1991 1993 1995 1997 1999
New Operating Systems at SOSP

! !

!

!

!

!

! !

! !

!

"Who needs new operating systems, anyway?" you ask.
Maybe no one, but then that supports my thesis.

"But now there are lots of papers in file systems, performance,
security, web caching, etc.," you say. Yes, but is anyone
outside the research field paying attention?

New Operating Systems at SOSP [9]

vs/dl Betriebssysteme (VL 14 | WS 23) 13 Zusammenfassung und Ausblick – Betriebssystemforschung
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Tile GX 100 [Tilera]

Aber dann. . .

The Multicore
Challenge!



Fallstudie: Dateideskriptortabelle in Linux

Boyd-Wickizer u. a. (OSDI 2008) [2]
Linux 2.6.25 auf 16-Kern AMD Opteron, 1–16 Kerne in Gebrauch
Pro Kern ein Faden, der Dateideskriptoren anfordert und freigibt:
int f = open(...); while(1){ close( dup( f ) ); }

E
rw

ar
tu

ng

Prozessorkerne
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16

Dateideskriptortabelle: # dup/close pro Sekunde

Durchsatz skaliert lin
ear
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Fallstudie: Dateideskriptortabelle in Linux

Boyd-Wickizer u. a. (OSDI 2008) [2]
Linux 2.6.25 auf 16-Kern AMD Opteron, 1–16 Kerne in Gebrauch
Pro Kern ein Faden, der Dateideskriptoren anfordert und freigibt:
int f = open(...); while(1){ close( dup( f ) ); }

R
ea

lit
iä

t

Prozessorkerne
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16

Dateideskriptortabelle: # dup/close pro Sekunde

keine Verbesserung!

vs/dl Betriebssysteme (VL 14 | WS 23) 13 Zusammenfassung und Ausblick – Betriebssystemforschung
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Fallstudie: Dateideskriptortabelle in Linux

Boyd-Wickizer u. a. (OSDI 2008) [2]
Linux 2.6.25 auf 16-Kern AMD Opteron, 1–16 Kerne in Gebrauch
Pro Kern ein Faden, der Dateideskriptoren anfordert und freigibt:
int f = open(...); while(1){ close( dup( f ) ); }

Ergebnis: Schon ab 2 Kernen sinkt der Gesamtdurchsatz
1. Grobgranulares Locking ; false sharing ; keine Skalierbarkeit
2. Geteilte Datenstruktur ; cache trashing ; Durchsatzabfall

fd_alloc () {
lock(fd_table);
fd = get_free_fd();
set_fd_used(fd);
fix_smallest_fd();
unlock(fd_table);

}

1. false sharing

C1

L1

3 Zyklen 121 Zyklen
L1

L3

C2

L2 L2

C2

L1

L2 L2

L3

121 Zyklen

2. cache trashing
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13 – 8



Fallstudie: Dateideskriptortabelle in Linux

Boyd-Wickizer u. a. (OSDI 2008) [2]
Linux 2.6.25 auf 16-Kern AMD Opteron, 1–16 Kerne in Gebrauch
Pro Kern ein Faden, der Dateideskriptoren anfordert und freigibt:
int f = open(...); while(1){ close( dup( f ) ); }

Ergebnis: Schon ab 2 Kernen sinkt der Gesamtdurchsatz
1. Grobgranulares Locking ; false sharing ; keine Skalierbarkeit
2. Geteilte Datenstruktur ; cache trashing ; Durchsatzabfall

Multicore: POSIX (7→ UNIX) considered harmful!

„This problem is not specific to Linux, but is due to POSIX semantics,
which require that a new file descriptor be visible to all of a process’s
threads even if only one thread uses it.” [2]

vs/dl Betriebssysteme (VL 14 | WS 23) 13 Zusammenfassung und Ausblick – Betriebssystemforschung
13 – 8



Folgerung: Wir brauchen neue Entwurfsansätze!

Corey MIT, OSDI 2008, Exokern-artig: [2]
Sharing unter die Kontrolle der Applikation stellen
Datenstrukturen (im Normalfall) nur von einem Kern aus bearbeiten
Anwendungen müssen angepasst werden

Barrelfish ETH/MSR, SOSP 2009, Mikrokern-artig: [1]
BS als verteiltes System von Kernen verstehen und organisieren
kein implizites Sharing, Kommunikation nur über Nachrichten

Factored OS (fos) MIT, 2009, Mikrokern-artig: [15]
BS für 100 bis 1000 Kerne ; time sharing wird zu space sharing
Letztlich ähnlicher Ansatz wie Barrelfish

TxOS UT, SOSP 2009, Monolith (Linux): [11]
Konkurrenz zulassen durch transactional syscalls (statt Locks)
Anwendungen müssen angepasst werden

vs/dl Betriebssysteme (VL 14 | WS 23) 13 Zusammenfassung und Ausblick – Betriebssystemforschung
13 – 9



. . . oder doch nicht?

Boyd-Wickizer u. a. (OSDI 2010) [3]
„An Analysis of Linux Scalability to Many Cores“
Skalierbarkeit von Linux 2.6.35-rc5 auf 48-Kern AMD Opteron

Ansatz: run – analyze – fix
run: sieben „systemintensive” Anwendungen

Exim, memcached, Apache, PostgreSQL, gmake, Psearchy, MapReduce

analyze: gezielte Identifizierung von Flaschenhälsen
im Linux-Kern selber (16)
im Entwurf der Anwendung
durch die ungeschickte Verwendung der Systemschnittstelle

fix: Verbesserung, überwiegend durch Standardtechniken
der parallelen Programmierung (; [PFP])

vs/dl Betriebssysteme (VL 14 | WS 23) 13 Zusammenfassung und Ausblick – Betriebssystemforschung
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. . . oder doch nicht?

Clements u. a. (SOSP 2013) [4]
„The Scalable Commutativity Rule: Designing Scalable Software for
Multicore Processors“
Skalierbarkeit von Schnittstellen theoretisch und praktisch untersucht
anhand Kommutativität der (möglichen) Implementierung.

Idee: Wenn Operationen kommutativ sind, können sie (im Prinzip)
auch skalierbar implementiert werden.

vs/dl Betriebssysteme (VL 14 | WS 23) 13 Zusammenfassung und Ausblick – Betriebssystemforschung
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. . . oder doch nicht?

Ergebnis: Alles nicht so schlimm. . .

„We find that we can remove most kernel bottlenecks that the
applications stress by modifying the applications or kernel slightly.
[. . . ] the results suggest that traditional kernel designs may be
compatible with achieving scalability on multicore computers.” [3]

„Finally, using sv6, we showed that it is practical to achieve a broadly
scalable implementation of POSIX by applying the rule, and that
commutativity is essential to achieving scalability and performance on
real hardware. ” [4]

Fazit

Es bleibt spannend!
Systementwurf für Skalierbarkeit ; [CS] (WS 2021).

vs/dl Betriebssysteme (VL 14 | WS 23) 13 Zusammenfassung und Ausblick – Betriebssystemforschung
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Wie geht es weiter? (Bachelor/Master)

EZS
5 – 7,5

BS
5 – 7,5

PASST
P: 10

MW
5 – 7,5

VM
5 – 7,5

EZS2
5 – 7,5

BST
5 – 7,5

VS
5 – 7,5

Examensarbeit / Projektarbeit
BA MA MP

Systemprogrammierung
10 ECTS

6

5

4

3

2/4

1/3
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Ausblick: Betriebssystemtechnik (BST)

Lernziele

Vorlesung
Wissen zu Adressraumkonzepten von Betriebssystemen vertiefen
Verstehen über (logische) Adressräume festigen

inhaltliches Begreifen verschiedener Facetten von Adressräumen
intellektuelle Erfassung des Zusammenhangs, in dem Adressräume stehen

Übung � mikrokern-ähnliches Betriebssystem
Anwenden ausgewählter Vorlesungsinhalte für OOStuBS
Analyse der Anforderungen an und Gegebenheiten von OOStuBS
Synthese von Adressraumabstraktionen und OOStuBS
Evaluation des erweiterten OOStuBS: Vorher-nachher-Vergleich

c�wosch BST (SS 2013, VL 1) Einführung – Inhalt 8 – 19

Prozedur- vs. Systemaufruf

Betriebssystem

Prozedur

Aufrufer

call

Programm

Betriebssystem

trap

Aufrufer

Aufrufstumpf

Aufrufzuteiler

Systemfunktion

call

Maschinenprogramm

der Systemaufruf ist ein adressraumübergreifender Prozeduraufruf

c�wosch BST (SS 2013, VL 2) Funktionale Hierarchie – Analogie 7 – 32

Seitenbasierte Adressierung: einstufig

Seiten−Kachel−Tabelle

Seitennummer

Kachelnummer Versatz

Seitenrahmennummer
# Adressraumidentifikation

reale Adresse

*

(linear)

Versatzlogische/virtuelle Adresse
(linear)

Index

Präfix

Seitendeskriptor

Seitenattribute *

1 ra = (SKT[la / PSIZE ]. pd_frame * PSIZE) | (la % PSIZE)

c�wosch BST (SS 2013, VL 5) Seitennummerierung –Abbildung 8 – 32

Kommunikationsendpunkte im Vergleich

void handler(uni *msg) {

...

}

receive

send

P1

trigger

P2

receive

Anschluss

Postkasten

receive

Prozesskontrollblock

Prozedur

c�wosch BST (SS 2013, VL 8) Konzepte –Adressierungsarten 21 – 28



Hinter der Kulisse: KSS in aller Kürze...

KSS 7→

K
on

fig
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rb
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S
ys
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so
ftw

ar
e





Softwaretechnik





Variabilität

Produktlinien

Aspektorientierung

Generatortechniken

Betriebssysteme





eCos [8]

CiAO [7]

Sloth [6]

Linux [13]
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#ifdef CONFIG DISCONTIGMEM

// Block1
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# else
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# endif
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C = (FLATMEM → MEMORY MODEL)

∧ (DISCONTIGMEM → MEMORY MODEL)

∧ (SPARSEMEM → MEMORY MODEL)

∧ (NUMA → MEMORY MODEL)

∧ (DISCONTIGMEM → NUMA)

I = (Block1 ↔ DISCONTIGMEM)

∧ (Block2 ↔ Block1 ∧ (NUMA)

∧ (Block3 ↔ Block1 ∧ ¬Block2)

implementation space constraints

implementation space

configuration space constraints

configuration space

dead? sat(C ∧ I ∧ BlockN )

undead? sat(C ∧ I ∧ ¬BlockN

∧ parent(BlockN ))

configurability defects

Figure 2. Our approach at a glance: The variability constraints defined by both spaces are extracted seperately into propositional
formulas, which are then examined against each other to find inconsistencies we call configurability defects.

Most of the constructs that model the variability both in
the configuration and implementation spaces can be directly
translated to propositional logic; therefore, propositional
logic is our abstraction means of choice. As a consequence,
the detection of configuration problems boils down to a
satisfiability problem.

Linux (and many other systems) keep their configuration
space (C) and their implementation space (I) separated. The
variability model (V) can be represented by the following
boolean formula:

V = C ∧ I (1)

V �→ {0, 1} is a boolean formula over all features of the
system; C and I are the boolean formulas representing the
constraints of the configuration and implementation spaces,
respectively. Properly capturing and translating the variability
of different artifacts into the formulas C and I is crucial for
building the complete variability model V . Once the model V
is built we use it to search for defects.

With this model, we validate the implementation for
configurability defects, that is, we check if the conditions
for the presence of the block (BlockN ) are fulfillable in the
model V . For example, consider Figure 2: The formula shown
for dead blocks is satisfiable for Block1 and Block2, but
not for Block3. Therefore, Block3 is considered to be dead;
similarly the formula for undead blocks indicates that Block2

is undead.

3.2.1 Challenges
In order to implement the solution sketch described above in
practice for a real-world large-scale system software, we face
the following challenges:

Performance. As we aim at dealing with huge code bases,
we have to guarantee that our tools finish in a reasonable
amount of time. More importantly, we also aim at sup-
porting programmers at development time when only a
few files are of interest. Therefore, we consider the effi-
cient check for variability consistency during incremental
builds essential.

Flexibility. Projects that handle thousands of features will
eventually contain desired inconsistencies with respect to
their variability. Gradual addition or removal of features
and large refactorings are examples of efforts that may
lead to such inconsistent states within the lifetime of a
project. Also, evolving projects may change their require-
ments regarding their variability descriptions. Therefore,
a tool that checks for configuration problems should be
flexible enough to incorporate information about desired
issues in order to deliver precise and useful results; it
should also minimize the number of false positives and
false negatives.

In order to achieve both performance and flexibility the im-
plementation of our approach needs to take the particularities
of the software project into account. Moreover, the precision
of the configurability extraction mechanism has direct impact
on the rate of false positive and false negative reports. As
many projects have developed their own, custom tools and
languages to describe configuration variability, the configura-
bility extraction needs to be tightly tailored.

In the following sections we describe how we have ap-
proached these challenges to achieve good performance, flex-
ibility, and, at the same time, a low number of false positives
and false negatives.

inconsistencies
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selected noPredecessors(bi), and for nested blocks, its en-
closing #ifdef block parent(bi) is selected. If all these con-
ditions are met, then CPP will necessarily select this block.
Additionally, also the reverse is true: if the CPP selects the
block, all these presence conditions need to hold. This results
in a biimplication: bi ↔ PC(bi). Therefore, the formula for
a file with several blocks can be built as follows:

Fu(�f,�b) =
�

i=1..m

bi ↔ PC(bi) (3)

where �f is a vector containing all flags present in the
file, and �b is a vector containing a variable for each
block of the file. An example is shown on the right
hand side of Figure 2: in the upper part we show the
source code, and in the lower part we show the generated
formula by our algorithm; note that in this example
Fu([DISCONTIGMEM, NUMA], [Block1, Block2, Block3]) =
PC(Block1) ∧ PC(Block2) ∧ PC(Block3) = I

3.2.4 Crosschecking Among Variability Spaces
Our approach converts the different representations of vari-
ability to a common format so that we can check for incon-
sistencies, the configurability defects. Defects appear in two
ways, either as dead, that is, unselectable blocks, or undead,
that is, always present blocks. Both kind of defects indicate
code that is only seemingly conditional. They can be found
within single models as presented in the previous two sections
in isolation as well as across multiple models.

Within a single model we have implementation-only
defects, which represent code blocks that cannot be se-
lected regardless of the systems’ selected features; the struc-
ture of the source file itself contains contradictions that
impede the selection of a block. This can be determined
by checking the satisfiability of the formula sat(bi ↔
PC(bi)). Configuration-only defects represents features that
are present in the configuration-space model but do not ap-
pear in any valid configuration of the model, which means
that the presence condition of the feature is not satisfiable.
We can check for such defects by solving: sat(feature →
presenceCondition(feature)).

Across multiple models we have configuration-
implementation defects, which occur when the rules
from the configuration space contradict rules from the
implementation space. We check for such defects by
solving sat((bi ↔ PC(bi)) ∧ V). Referential defects are
caused by a missing feature (m) that appears in either the
configuration or the implementation space only. That is,
sat((bi ↔ PC(bi))∧V ∧¬(m1∨· · ·∨mn)) is unsatisfiable.

Implementation-only defects have already been addressed
in [Sincero 2010]; this paper focuses on the detection
of configuration-implementation and referential defects in
Linux. The defect analysis can be done using the dead and
undead formulas as shown in the center of Figure 2.

Figure 4. Principle of Operation

We categorize all identified defects defects as either logic
or symbolic. Logic defects are those that can only be found by
determining the satisfiability of a complex boolean formula.
Symbolic defects belong to a sub-group of referential defects
where the expression of the analyzed block exp(bi) is an
atomic formula.

4. Evaluation
In order to evaluate our approach, we have developed a
prototype tool for Linux and a workflow to submit our results
to the kernel developers. We started submitting our first
patches around February 2010, at which time Linux version
2.6.33 has been just released. Most of our patches entered
the mainline kernel tree during the merge window of version
2.6.36. In the following, we describe our tool and summarize
the results.

4.1 Implementation for Linux
We named our tool UNDERTAKER, because its task is to iden-
tify (and eventually bury) dead and undead CPP-Blocks. Its ba-
sic principle of operation is depicted in Figure 4: The different
sources of variability are parsed and transformed into proposi-
tional formulas. For CPP-parsing, we use the BOOST::WAVE3

parsing library; for proper parsing of the Kconfig files, we
have hooked up in the original Linux KCONFIG implementa-
tion. The outcome of these parsers is fed into the crosscheck-
ing engine as described in Section 3.2.4 and solved using
the PICOSAT4 package. The tool itself is published as Free
Software and available on our website.5

Our tool scans each .c and .h file in the source tree
individually. Unlike the script checkkonfigsymbols.sh as
discussed in Section 3.1 this allows developers to focus
on the part of the source code they are currently work-
ing on and to get instant results for incremental changes.
The results come as defect reports per file: For each file
all configurability-related CPP blocks are analyzed for sat-
isfiability, which yields the defect types described in the

3 http://www.boost.org
4 http://fmv.jku.at/picosat/
5 http://vamos.informatik.uni-erlangen.de/trac/undertaker/

[EuroSys ’11]
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" found 1,776 defects (and that is just a lower bound!)
- proposed fix for 364 (including 20 new bugs) 
- 123 patches submitted (49 merged into Linus-Tree)
-  removed 5,129 lines of unnecessary #ifdef-code

" tool suite now published as open-source project 
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the configuration and implementation spaces can be directly
translated to propositional logic; therefore, propositional
logic is our abstraction means of choice. As a consequence,
the detection of configuration problems boils down to a
satisfiability problem.

Linux (and many other systems) keep their configuration
space (C) and their implementation space (I) separated. The
variability model (V) can be represented by the following
boolean formula:

V = C ∧ I (1)

V �→ {0, 1} is a boolean formula over all features of the
system; C and I are the boolean formulas representing the
constraints of the configuration and implementation spaces,
respectively. Properly capturing and translating the variability
of different artifacts into the formulas C and I is crucial for
building the complete variability model V . Once the model V
is built we use it to search for defects.

With this model, we validate the implementation for
configurability defects, that is, we check if the conditions
for the presence of the block (BlockN ) are fulfillable in the
model V . For example, consider Figure 2: The formula shown
for dead blocks is satisfiable for Block1 and Block2, but
not for Block3. Therefore, Block3 is considered to be dead;
similarly the formula for undead blocks indicates that Block2

is undead.

3.2.1 Challenges
In order to implement the solution sketch described above in
practice for a real-world large-scale system software, we face
the following challenges:

Performance. As we aim at dealing with huge code bases,
we have to guarantee that our tools finish in a reasonable
amount of time. More importantly, we also aim at sup-
porting programmers at development time when only a
few files are of interest. Therefore, we consider the effi-
cient check for variability consistency during incremental
builds essential.

Flexibility. Projects that handle thousands of features will
eventually contain desired inconsistencies with respect to
their variability. Gradual addition or removal of features
and large refactorings are examples of efforts that may
lead to such inconsistent states within the lifetime of a
project. Also, evolving projects may change their require-
ments regarding their variability descriptions. Therefore,
a tool that checks for configuration problems should be
flexible enough to incorporate information about desired
issues in order to deliver precise and useful results; it
should also minimize the number of false positives and
false negatives.

In order to achieve both performance and flexibility the im-
plementation of our approach needs to take the particularities
of the software project into account. Moreover, the precision
of the configurability extraction mechanism has direct impact
on the rate of false positive and false negative reports. As
many projects have developed their own, custom tools and
languages to describe configuration variability, the configura-
bility extraction needs to be tightly tailored.

In the following sections we describe how we have ap-
proached these challenges to achieve good performance, flex-
ibility, and, at the same time, a low number of false positives
and false negatives.

selected noPredecessors(bi), and for nested blocks, its en-
closing #ifdef block parent(bi) is selected. If all these con-
ditions are met, then CPP will necessarily select this block.
Additionally, also the reverse is true: if the CPP selects the
block, all these presence conditions need to hold. This results
in a biimplication: bi ↔ PC(bi). Therefore, the formula for
a file with several blocks can be built as follows:

Fu(�f,�b) =
�

i=1..m

bi ↔ PC(bi) (3)

where �f is a vector containing all flags present in the
file, and �b is a vector containing a variable for each
block of the file. An example is shown on the right
hand side of Figure 2: in the upper part we show the
source code, and in the lower part we show the generated
formula by our algorithm; note that in this example
Fu([DISCONTIGMEM, NUMA], [Block1, Block2, Block3]) =
PC(Block1) ∧ PC(Block2) ∧ PC(Block3) = I

3.2.4 Crosschecking Among Variability Spaces
Our approach converts the different representations of vari-
ability to a common format so that we can check for incon-
sistencies, the configurability defects. Defects appear in two
ways, either as dead, that is, unselectable blocks, or undead,
that is, always present blocks. Both kind of defects indicate
code that is only seemingly conditional. They can be found
within single models as presented in the previous two sections
in isolation as well as across multiple models.

Within a single model we have implementation-only
defects, which represent code blocks that cannot be se-
lected regardless of the systems’ selected features; the struc-
ture of the source file itself contains contradictions that
impede the selection of a block. This can be determined
by checking the satisfiability of the formula sat(bi ↔
PC(bi)). Configuration-only defects represents features that
are present in the configuration-space model but do not ap-
pear in any valid configuration of the model, which means
that the presence condition of the feature is not satisfiable.
We can check for such defects by solving: sat(feature →
presenceCondition(feature)).

Across multiple models we have configuration-
implementation defects, which occur when the rules
from the configuration space contradict rules from the
implementation space. We check for such defects by
solving sat((bi ↔ PC(bi)) ∧ V). Referential defects are
caused by a missing feature (m) that appears in either the
configuration or the implementation space only. That is,
sat((bi ↔ PC(bi))∧V ∧¬(m1∨· · ·∨mn)) is unsatisfiable.

Implementation-only defects have already been addressed
in [Sincero 2010]; this paper focuses on the detection
of configuration-implementation and referential defects in
Linux. The defect analysis can be done using the dead and
undead formulas as shown in the center of Figure 2.

Figure 4. Principle of Operation

We categorize all identified defects defects as either logic
or symbolic. Logic defects are those that can only be found by
determining the satisfiability of a complex boolean formula.
Symbolic defects belong to a sub-group of referential defects
where the expression of the analyzed block exp(bi) is an
atomic formula.

4. Evaluation
In order to evaluate our approach, we have developed a
prototype tool for Linux and a workflow to submit our results
to the kernel developers. We started submitting our first
patches around February 2010, at which time Linux version
2.6.33 has been just released. Most of our patches entered
the mainline kernel tree during the merge window of version
2.6.36. In the following, we describe our tool and summarize
the results.

4.1 Implementation for Linux
We named our tool UNDERTAKER, because its task is to iden-
tify (and eventually bury) dead and undead CPP-Blocks. Its ba-
sic principle of operation is depicted in Figure 4: The different
sources of variability are parsed and transformed into proposi-
tional formulas. For CPP-parsing, we use the BOOST::WAVE3

parsing library; for proper parsing of the Kconfig files, we
have hooked up in the original Linux KCONFIG implementa-
tion. The outcome of these parsers is fed into the crosscheck-
ing engine as described in Section 3.2.4 and solved using
the PICOSAT4 package. The tool itself is published as Free
Software and available on our website.5

Our tool scans each .c and .h file in the source tree
individually. Unlike the script checkkonfigsymbols.sh as
discussed in Section 3.1 this allows developers to focus
on the part of the source code they are currently work-
ing on and to get instant results for incremental changes.
The results come as defect reports per file: For each file
all configurability-related CPP blocks are analyzed for sat-
isfiability, which yields the defect types described in the

3 http://www.boost.org
4 http://fmv.jku.at/picosat/
5 http://vamos.informatik.uni-erlangen.de/trac/undertaker/

[EuroSys ’11]



Ausblick: Sloth

Sloth: Threads as Interrupts

Idea: threads are interrupt handlers,
synchronous thread activation is IRQ

Let interrupt subsystem do the scheduling and
dispatching work

Applicable to priority-based real-time systems

Advantage: small, fast kernel with unified
control-flow abstraction

Wanja Hofer Sloth: Threads as Interrupts (RTSS 2009) 3

Sloth Design

IRQ Source
Task1

prio=1

request

IRQ Source
ISR2

prio=2

request

IRQ Source
Task3

prio=3

request

IRQ Source
Task4

prio=4

request

Hardware
Periphery

Timer
System

HW IRQ

Alarm Exp.

IRQ
Arbi-

tration
Unit

CPU

curprio=X

Act(T1)

IRQ Vector
Table

task1()

isr2()

task3()

task4()

Platform must support IR priorities and software IR triggering

Wanja Hofer Sloth: Threads as Interrupts (RTSS 2009) 6



Ausblick: Power-Aware Critical Sections

Spin-Locks brauchen ggf. viel Energie

Sleeping-Locks besser?
Lock-free Algorithmen besser?
Wait-free Algorithmen besser?
...
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Ausblick: Power-Aware Critical Sections

Problem: wie misst man den Energieverbrauch einer Applikation?

Zuweisung schwierig
Pcpu <=> App
Scheduling, kritische Abschnitte, ...?
Pmem <=> App
Kernel-Verwaltungsstrukturen, Buffer-Cache, ...?
PI/O <=> App
Nebenläufigkeit, Interrupts, ...?
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Ausblick: Power-Caping

Stromerzeuger wollen gleichmäßigen Verbrauch
hoher Strompreis, wenn viele Verbraucher
niedriger (z.T. negativer!) Strompreis, wenn wenige Verbraucher
Daher:
=> Rechenzentren zum Ausgleichen
=> Rechen-Aufträge rund um den Globus verschicken

„Strafe” bei stark schwankendem Verbrauch
Daher:
=> BS soll Stromverbrauch „kappen”/regeln

Quelle: Wikipedia
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Ausblick: Frequenz <=> Power

Energieverbrauch:

E =

∫

t
Ptdt

Leistungsaufnahme:
Pt ∝ V 2

t ft

Spannung V muss bei höherer Frequenz f höher sein.

Daher: statt einer CPU besser 2 CPUs mit halber Frequenz
betreiben
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Ausblick: JITTY

Linux:
handoptimiert (Code, Cache)
- riesig
- unübersichtlich
- unwartbar
? (un)sicher
+ schnell

„schönes” OS:
„sauberer” Code
+ klein
+ lesbar
+ wartbar
+ sicher
- langsam

JITTY: Just-In-Time-compiliertes BS
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Ausblick: JITTY

Wie alles anfing...

Gesucht: Code-Beispiele aus bekannten
Betriebssystemen für Betriebssystem-Vorlesung

Problem:

Linux: Makro-/#ifdef-Hölle, selbst-modifizierender Code
*BSD: viele Makros / viel #ifdef
Minix: Mikro-Kern

...: ...
Windows: keine Sourcen einsehbar

sieh@fau.de JITTY (7.12.2018) 2 – 30

Beispiel Linux

Linux-Code:

sehr viel Code (ca. 1 GByte Source)
viele Makros
viele #defines
viele #ifdefs
viele „Hacks”

=> sehr unübersichtlich, völlig unwartbar, ...

sieh@fau.de JITTY (7.12.2018) 3 – 30

Linux-Sourcen

Beispiel (Linux-4.18.9) Spinlock-Implementierung:

include/linux/spinlock.h:
static __always_inline void spin_lock(spinlock_t *lock)
{

raw_spin_lock (&lock ->rlock );
}

include/linux/spinlock.h:
# define raw_spin_lock(lock) _raw_spin_lock(lock)

include/linux/spinlock_api_smp.h:
# ifdef CONFIG_INLINE_SPIN_LOCK
# define _raw_spin_lock(lock) __raw_spin_lock(lock)
# endif
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Linux-Sourcen
include/linux/spinlock_api_smp.h:
#if !defined(CONFIG_GENERIC_LOCKBREAK) \

|| defined(CONFIG_DEBUG_LOCK_ALLOC)
static inline void __raw_spin_lock(raw_spinlock_t *lock)
{

preempt_disable ();
spin_acquire (&lock ->dep_map , 0, 0, _RET_IP_ );
LOCK_CONTENDED(lock , do_raw_spin_trylock , do_raw_spin_lock );

}
# endif

include/linux/preempt.h:
# define preempt_disable () \
do { \

preempt_count_inc (); \
barrier (); \

} while (0)

include/linux/preempt.h:
# define preempt_count_inc () preempt_count_add (1)
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Linux-Sourcen
include/linux/preempt.h:
#if defined(CONFIG_DEBUG_PREEMPT) \

|| defined(CONFIG_PREEMPT_TRACER)
extern void preempt_count_add(int val);
# else
# define preempt_count_add(val) __preempt_count_add(val)
# endif

include/asm-generic/preempt.h:
static __always_inline void __preempt_count_add(int val)
{

*preempt_count_ptr () += val;
}

include/asm-generic/preempt.h:
static __always_inline volatile int *preempt_count_ptr(void)
{

return &current_thread_info ()->preempt_count;
}
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Linux-Sourcen

include/linux/thread_info.h:
# ifdef CONFIG_THREAD_INFO_IN_TASK
# include <asm/current.h>
# define current_thread_info () (( struct thread_info *) current)
# endif

arch/x86/include/asm/current.h:
# define current get_current ()

arch/x86/include/asm/current.h:
static __always_inline struct task_struct *get_current(void)
{

return this_cpu_read_stable(current_task );
}
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Linux-Sourcen

arch/x86/include/asm/percpu.h:
# define this_cpu_read_stable(var) percpu_stable_op("mov", var)

arch/x86/include/asm/percpu.h:
# define percpu_stable_op(op, var) \
({ \

typeof(var) pfo_ret__; \
switch (sizeof(var)) { \
case 1: \

asm(op "b␣"__percpu_arg(P1)" ,%0" \
: "=q" (pfo_ret__) \
: "p" (&(var ))); \

break; \
...
} \
pfo_ret__; \

})
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Linux-Sourcen

include/linux/lockdep.h:
# define spin_acquire(l, s, t, i) \

lock_acquire_exclusive(l, s, t, NULL , i)

include/linux/lockdep.h:
# define lock_acquire_exclusive(l, s, t, n, i) \

lock_acquire(l, s, t, 0, 1, n, i)

include/linux/lockdep.h:
# ifdef CONFIG_LOCKDEP
extern void lock_acquire(struct lockdep_map *lock ,

unsigned int subclass , int trylock , int read ,
int check , struct lockdep_map *nest_lock ,
unsigned long ip);

# else
# define lock_acquire(l, s, t, r, c, n, i) \

do { } while (0)
# endif
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Linux-Sourcen

kernel/locking/lockdep.c:
void lock_acquire(struct lockdep_map *lock ,

unsigned int subclass , int trylock ,
int read , int check , igned long ip)

{
unsigned long flags;

if (unlikely(current ->lockdep_recursion ))
return;

raw_local_irq_save(flags);
check_flags(flags);

current ->lockdep_recursion = 1;
trace_lock_acquire(lock , subclass , trylock , read ,

check , nest_lock , ip);
__lock_acquire(lock , subclass , trylock , read , check ,

irqs_disabled_flags(flags), nest_lock , ip, 0, 0);
current ->lockdep_recursion = 0;
raw_local_irq_restore(flags);

}
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Linux-Sourcen

...und noch viele Makros/Schachtelungstiefen mehr...
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Beispiel Linux

Linux-Code:

Code Hand-optimiert für viele Architekturen; vieles in arch/*
Locking Hand-optimiert

atomic-Operationen
Read/Write-Locks
Sequential-Locks
RCU-Locks

z.T. Hand-optimierter, selbstmodifizierender Code (memcpy, ...)
Binär-Code aber Compiler-optimiert für einfache Hardware
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Linux-Distribution

Mehrere Optimierungsschritte:

Debian/SuSE/RedHat/... liefern DVDs mit Kern passend zur
Architektur aus (x86, x86-64, sparc, arm, arm64, ...)
Anwender baut ggf. nochmals Kern für seinen Rechner (mit/ohne
MMX, SSE, SSE2, ..., für Mono-/Multi-/Many-Core-Rechner, ...)
Kern selbst modifiziert sich beim Booten nochmals
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Betriebssystem < − > Compiler

Eigentlich:

Aufgabe Betriebssystem-Entwickler (Betrieb):

Algorithmen entwickeln, die z.B. Ressourcen effizient vergeben,
Daten effizient speichern, Daten effizient versenden, ...

vs.

Aufgabe Compiler-Entwickler (Infrastruktur):

Ideen entwickeln, wie gegebene Algorithmen auf gegebener Hardware
schnell abgearbeitet werden können
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JITTY – Idee

Idee JITTY-Projekt:
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JITTY – Optimierungen

Alle Optimierungen denkbar, die die JITs von z.B. LLVM, JVM,
Mono, ... auch durchführen. Z.B.:

Inlining
Link-Time-Optimization
...
Integration Debugger/Statistik
Anpassungen an aktuelle Hardware

ggf. zusätzlich:

Anpassungen an aktuellen Ablauf
Randomization
...
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JITTY – Optimierungen

Optimierungen:

Performance (-O3)
Speicherbedarf (-Os)
Energiebedarf („-Oe”)

JIT nutzt z.B. verschiedene Locking-Algorithmen für verschiedene
Scenarien (Mono-Prozessor, SMP, NUMA, ...)

keine Änderungen am Kern!

statt dessen: Aufruf anderer Optimierungsläufe des JIT-Compilers
sieh@fau.de JITTY (7.12.2018) 26 – 30



Examensarbeiten am LS4

Zur Zeit im Angebot:

Bachelorarbeiten

Masterarbeiten

https://sys.cs.fau.de/theses

... oder persönlich nachfragen...!
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Das war’s :-)

Das LS 4 BS-Team wünscht
erfolgreiche und erholsame
„Semesterferien“

. . . und ein Wiedersehen
im Sommersemester 2024!
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