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Abstract—Hybrid fault models are known to be an effective
means for enhancing the robustness of consensus-based replicated
systems. However, existing hybridization approaches suffer from
limited flexibility with regard to the composition of crash-tolerant
and Byzantine fault-tolerant system parts and/or are associated
with a significant diversification overhead. In this paper we
address these issues with SHELLFT, a framework that leverages
the concept of micro replication to allow system designers to
freely choose the parts of the replication logic that need to be
resilient against Byzantine faults. As a key benefit, such a selective
hybridization makes it possible to develop hybrid solutions that
are tailored to the specific characteristics and requirements of
individual use cases. To illustrate this flexibility, we present
three custom SHELLFT protocols and analyze the complexity
of their implementations. Our evaluation shows that compared
with traditional hybridization approaches, SHELLFT is able to
decrease diversification costs by more than 70%.

I. INTRODUCTION

Although a variety of causes such as software bugs, hard-
ware errors, or malicious attacks potentially result in arbitrary
behavior of components, crash-tolerant state-machine repli-
cation protocols [1], [2] today still are the norm in many
practical use cases. Full-fledged Byzantine fault-tolerant (BFT)
protocols [3], [4] could offer improvements with regard to
resilience, however they are often considered too expensive,
both in terms of complexity as well as resource consump-
tion [5]-[7]. As a consequence, in recent years the use of
hybrid fault models has drawn a significant amount of attention
due to offering a tradeoff between both worlds [8]-[11].

In a nutshell, the fundamental idea of hybridization is to
combine different fault assumptions within a single system.
For replication protocols, this can for example mean to
only tolerate crashes in certain (trusted) components while
being resilient against Byzantine faults in other (untrusted)
parts [12], [13], or to have distinct resilience thresholds for
different classes of faults [14], [15]. Unfortunately, despite
their effectiveness, existing hybridization approaches have at
least one of two drawbacks: (1) With the partitioning of
trusted/untrusted areas typically being dictated by the protocol
design, and resilience thresholds generally applying to the
replicated system as a whole, it is inherently difficult to adjust
them to new use cases with different demands. (2) Requiring
each replica to perform a complex set of tasks, they commonly
involve a large overhead when it comes to diversifying the
replica logic (e.g., using N-version programming [16]).
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In an effort to address these issues we present SHELLFT, a
novel approach for the hybridization of replicated systems that
offers developers an unprecedented degree of flexibility and
significantly reduces the costs for diversification. SHELLFT
builds on the observations that (1) with regard to overall
system robustness, some mechanisms of a replication protocol
are more critical or more vulnerable than others, and that
(2) this subset of crucial mechanisms usually depends on
the specific use-case scenario of a replicated system. For
example, for user-facing services that are directly accessible
from the Internet, the communication with clients (if not
protected properly) can be used as a gateway for attacks. On
the other hand, if a replicated system only serves trusted clients
(e.g., due to hosting a lower-tier service inside a data center),
the leader-replica functionality is often the pivotal part impact-
ing system stability [17]. Taking into account these insights,
SHELLFT offers system developers the possibility of deliber-
ately choosing the replication-protocol components and mech-
anisms that need to be protected against Byzantine faults. As a
key benefit, this selective hybridization significantly increases
overall system resilience at only small additional costs.

To achieves this, SHELLFT leverages the fine-grained mod-
ularization of a replication protocol into clusters of tiny
components that each are responsible for a dedicated protocol
step. More specifically, the fact that these clusters are largely
independent of each other allows SHELLFT to treat every clus-
ter as a separate domain that has its own fault model. Among
other things, this for example makes it possible to selectively
tolerate a (predefined) maximum number of Byzantine faults
in a particular protocol mechanism without the need to tighten
overall synchrony assumptions. Finally, as an additional advan-
tage, the clustering enables a targeted diversification of critical
parts which, in contrast to the diversification of entire replicas
in traditional hybrid architectures, in a SHELLFT protocol is
inexpensive due to being limited to individual protocol steps.

In particular, this paper makes the following contributions:
(1) It introduces SHELLFT, an approach to improve the
resilience of state-machine replication protocols by applying
selective hybridization. (2) It provides details on the SHELLFT
framework, a tool that assists system developers by configuring
our SHELLFT codebase depending on their choices of fault
domains. (3) It illustrates the flexibility of SHELLFT by
discussing three custom protocols that are tailored to specific
use cases. (4) It evaluates the three SHELLFT protocols with
regard to complexity, diversification costs, and performance.
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II. BACKGROUND AND PROBLEM STATEMENT

In this section, we provide necessary background and high-
light the differences between the state of the art and SHELLFT.

A. State-Machine Replication Architectures

State-machine replication [18] achieves fault tolerance by
hosting multiple instances of the same service on different
machines (see Figure 1, left side). To ensure consistency, the
replicas run an agreement protocol [1], [3] that establishes a to-
tal order on incoming client requests, and in addition performs
tasks such as view change and checkpointing. Traditionally,
this multifaceted set of responsibilities is handled by a group
of monolithic replicas, however several works have shown
that there are alternatives to this basic design. Specifically, a
number of architectures have been proposed that are separating
agreement from execution [19], [20], possibly adding a third
stage for the reception of requests [14]. Although reducing the
functionality required by individual nodes compared with the
traditional monolithic approach, the scopes of replicas in these
architectures still consist of entire protocol stages, including
for example the whole consensus process. Among other things,
this leads to significant overhead for the implementation of
heterogeneous variants in cases in which N-version program-
ming [16] is applied for diversification. To some degree, this
overhead can be reduced by employing architectures that rely
on compartmentalization [11], [21], however for SHELLFT we
strive for an even more fine-grained diversification.

Our Approach: As basis for the SHELLFT protocol archi-
tecture we rely on micro replication [22], a concept that splits a
replication protocol into atomic tasks (see Figure 1, right side)
and hence results in replica implementations with very low
complexity. This way, with each micro replica only handling
a single protocol step, a tailored diversification of critical
protocol parts becomes both feasible and affordable.

Compared with traditional approaches, the distribution of a
protocol across a larger number of (small) replicas comes with
increased configuration and deployment costs. For SHELLFT,
we consider this an acceptable trade-off for the fact that micro
replication offers us the flexibility to selectively increase the
robustness of individual protocol steps. In general, developing
a micro-replicated protocol from scratch is not always straight-
forward, which is why for SHELLFT we circumvent this prob-
lem by utilizing the already existing Mirador [22] protocol as
starting point for our work (see Section III-B). However, since
the general concept behind SHELLFT’s selective hybridization
is not intrinsically linked to Mirador, it can be adapted to other
micro-replicated protocols once they become available.

B. Hybrid Fault Models

Although the failures occurring in replicated systems in
practice are not only limited to crashes, this does not necessar-
ily mean that resorting to full-fledged Byzantine fault tolerance
is automatically the best option, especially when taking into
account the additional costs in terms of resources and com-
plexity [8], [23]. Leveraging this observation, several previous
works have examined the use of hybrid fault models which (in
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Fig. 1: State-machine replication architectures.

addition to crashes) assume Byzantine-faulty behavior only
in specific system parts and/or under certain circumstances.
In the following, we elaborate on various incarnations of
this concept and highlight the differences to our SHELLFT
approach. Notice that in the context of replicated systems the
term “hybrid” has been used to describe a plethora of ideas that
are orthogonal to the work presented in this paper (e.g., the
design of an overall replication protocol as a composition of
individual protocols with particular characteristics [24], [25],
a management model with dedicated responsibilities [26], the
combination of failure detection and randomization to solve
consensus [27]). Thus, below we focus our discussion on ap-
proaches that are closely related to our notion of hybridization.

Special-Purpose Trusted Components. Applying the concept
of architectural hybridization [12], the key idea is to split fault
assumptions on a spatial level. Specifically, this means that
some parts of a replicated system are considered to be trusted
and to only fail by crashing, whereas the remaining parts may
be subject to Byzantine faults. The sizes of these two areas
significantly vary between systems. While some works rely on
a comparably large trusted computing base (e.g., a distributed
communication subsystem [12] or a virtualization layer [28],
[29]), others have shown that it is possible to reduce the trusted
part to relatively small components such as a log [13], a
counter [5], [6], [9], [30], or other special-purpose modules
implementing parts of the replication protocol [10], [11].

As a main benefit, the use of dedicated trusted components
enables resource-efficient systems that tolerate up to f Byzan-
tine faults in the untrusted areas by using 2 f+1 replicas, which
is the same as for crash-tolerant replication. On the downside,
due to the dependence on special-purpose trusted components
there is typically no flexibility with regard to the selection of
trusted/untrusted parts. In all works mentioned above, the par-
titioning between trusted and untrusted areas is hardwired into
the system design, thereby making it inherently difficult to har-
ness these systems for application scenarios in which the fault
and threat assumptions differ from the ones they have been
developed for. As an additional drawback, designing replica-
tion protocols based on special-purpose trusted components
is not straightforward, as recent examples have shown [31].

Our Approach: In contrast to previous works, SHELLFT
offers the opportunity to freely choose the trusted and un-
trusted parts of a replicated system at configuration time. As
illustrated in Section IV, this allows systems to be tailored to
the individual fault and threat models of specific use cases.



Hybridization Diversification
Type Configurability Granularity
MinBFT [5] Subsystem Hardwired Monolithic replica
XFT [8] Either-or Global Monolithic replica
UpRight [14] Fault classes Global Protocol stage
VFT [15] Fault classes Global Monolithic replica
SHELLFT Fault domains Selective Protocol step/task

TABLE I: Comparison of hybridization approaches.

Relaxed Synchrony Assumptions. A major reason for the
increased complexity and resource consumption of many tradi-
tional BFT protocols is rooted in their goal to tolerate Byzan-
tine faults in the presence of an asynchronous network [3].
Several authors [8], [15] argue that for many practical use
cases such a combination of assumptions is unnecessarily
strong; for example, when systems comprise redundant (wide-
area) communication links between replicas, and hence make
it difficult for an adversary to not only control a subset of
replicas but also the network. XFT [8] exploits this insight by
designing state-machine replication protocols in such a way
that they are able to deal with both a certain number of Byzan-
tine faults as well as asynchrony, but not at the same time.
As a main advantage, this approach makes it possible to
minimize protocol complexity and keep the minimum number
of required replicas to 2f 4 1. On the downside, if indeed the
maximum number of Byzantine faults concurs with network
partitions, then these kinds of replicated systems do not just
lose liveness, but potentially become unsafe.

Our Approach: SHELLFT minimizes complexity by adding
resilience to selected protocol tasks, not by trading off network
asynchrony for Byzantine fault tolerance. Thus, SHELLFT
protocols remain safe even in the presence of partitions.

Distinction of Fault Classes. Systems such as UpRight [14]
distinguish between two thresholds to determine the overall
number of replicas n = 2u+r+1: a threshold u, which denotes
the maximum number of tolerated faults in total (i.e., crashes
plus Byzantine faults), and a threshold r representing the
maximum number of tolerated Byzantine faults. VFT [15]
extends this idea of handling some fault classes separately by
introducing further thresholds for slow replicas and correlated
faulty behavior. Similarly, other works use thresholds for dis-
connected sites [26] or concurrently recovering replicas [32].
Distinguishing between fault classes offers the advantage
of reducing replication costs when not all expected faults are
assumed to be of arbitrary nature [33]. On the other hand, as
applied by UpRight and other systems, the method is rather
coarse-grained due to defining fault assumptions at the level
of the entire replicated system. That is, even though UpRight
comprises three stages, the threshold values are cross-cutting
parameters and thus rule out stage-specific configurations.
Our Approach: SHELLFT separates a replication protocol
into loosely coupled clusters (each representing an individual
protocol step) and allows each cluster to be flexibly assigned
its own fault model. Within such a fault domain, applying
different thresholds for different fault classes would be possi-
ble, however the specifics are outside the scope of this paper.

C. Problem Statement

As summarized in Table I, our analysis in the previous
sections has shown state-of-the-art approaches to have two
main drawbacks: (1) A limited flexibility with respect to
hybridization, either because the partitioning between trusted
and untrusted parts is hardwired into the system design, or due
to fault classes being configured globally. (2) A high diversifi-
cation overhead caused by the concentration of complex func-
tionality at replicas that are required to handle a whole protocol
stage or even the entire replication protocol. In the follow-
ing section, we elaborate on how SHELLFT addresses these
issues by offering selective hybridization and diversification.

With regard to diversification, we especially focus on mea-
sures that introduce heterogeneity by implementing replicas
in different programming languages [16], and thereby reduce
the risk of vulnerabilities in the language runtime or libraries
affecting multiple replicas and therefore, in the worst case, the
whole replicated system. Due to the programming effort for
these kinds of approaches (and hence the associated economi-
cal cost) typically depending on the complexity of the replica
logic, our goal is to improve this situation by minimizing the
amount of code that actually needs to be diversified in order
to increase the robustness of selected protocol steps.

IIT. SHELLFT

SHELLFT is both a novel concept for flexibly applying hy-
bridization in replicated systems as well as an accompanying
framework that automates the tailoring to specific use cases. In
this section, we first give an overview of the main idea behind
SHELLFT and then provide details on the customization.

A. Overview

SHELLFT relies on a system architecture in which each
replication-protocol task is handled by a dedicated cluster of
micro replicas. As a key benefit, this partitioning allows us
to treat each of these clusters as a separate fault domain with
individual fault and threat model. Specifically, we distinguish
between three domain types: Shell clusters are considered
to require resilience against arbitrary faults, core clusters
represent the crash-tolerant parts of the system, and filter
clusters act as a barrier between these two, thereby shielding
the core from the shell. More precisely, the three domain types
have the following characteristics:

o Shell: Replicas of the clusters belonging to this type of
domain may be subject to Byzantine faults. The assignment
of clusters to this category is made by the user of the
SHELLFT framework based on the individual properties
and requirements of a protocol’s application scenario.

« Filter: Replicas of this domain type are assumed to only
fail by crashing, however they receive inputs from at least
one shell cluster and therefore require means to tolerate
Byzantine-faulty input values provided by these sources.
The classification as filter cluster is automatically made
by the SHELLFT framework based on knowledge of the
identity of the user-defined shell clusters as well as the
cluster-interaction dependencies of a replication protocol.



e Core: Replicas included in the core domain are only sub-
ject to crash faults and exclusively process inputs obtained
from other potentially crash-faulty clusters (i.e., filters
and other cores). The SHELLFT framework automatically
labels all clusters as cores that are neither shells nor filters.

As illustrated in Figure 2, as a starting point for the tailoring
process SHELLFT relies on the implementation of a purely
crash-tolerant base protocol which our framework then succes-
sively transforms into a hybrid protocol implementation taking
into account a user’s shell selection. Among other things,
this process may include changes to the number of replicas
comprised in certain clusters, a reconfiguration of the thresh-
olds based on which individual replicas accept an input value,
or the replacement of crash-tolerant protocol mechanisms
with more resilient Byzantine fault-tolerant logic. Once the
tailoring is complete, the result is a custom and preconfigured
hybrid protocol implementation that is ready for deployment.
To account for the specific characteristics of our three fault
domains, when deploying a SHELLFT system we physically
isolate the shell from the rest of the protocol by running the
shell clusters on a separate group of machines. This way, if
a Byzantine fault (e.g., caused by an attack) is not limited to
a shell replica but compromises the entire machine hosting
the replica, the filter and core clusters still remain unaffected.
In sum, the use of two server groups enables us to mini-
mize SHELLFT’s resource consumption and deployment costs,
while at the same time offering a high degree of resilience.

B. Base Protocol

The base protocol is a crash-tolerant replication protocol
that we specially developed as basis for our tailoring process.
To facilitate the tailoring, we designed the base protocol in
such a way that its architecture and workflow closely resemble
the architecture and workflow of the existing micro-replicated
BFT protocol Mirador [22]. Most notably, this allows us to
substitute selected base-protocol clusters for their Mirador
counterparts as part of the adaptation (see Section III-C).

For the agreement on client requests, the base protocol relies
on a consensus algorithm that is comparable to Paxos [1]. In
particular, we target systems in which the number of concur-
rent failures to tolerate is small (e.g., f < 2). Such system en-
vironments match our goal of further strengthening robustness
through diversification, which in practice (despite the benefits
offered by SHELLFT) is unlikely to become affordable for
deployments comprising tens or even hundreds of servers. For
the base protocol, this means that scalability with the number
of faults (f > 1) is not a requirement. Exploring our approach
in large systems is a potential direction for future work and
presumably involves the development of another base protocol.
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Fig. 2: Overview of the SHELLFT tailoring process.
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Although the base protocol is executable on its own, we did
not concentrate on optimizing for such a scenario. Instead,
our primary focus was to create a parameterized template
protocol that the SHELLFT framework can use to support
selective hybridization. With the resulting tailored protocol
later potentially being subject to Byzantine faults, this for
example means that replicas in the base protocol already com-
municate via authenticated messages to prevent adversaries
from successfully impersonating correct replicas.

The full specification and system model of the base protocol
can be found in [34]. In the following, we give a brief overview
of the protocol and its parameterization options.

Protocol Architecture. As shown in Figure 3, the base
protocol consists of eight micro-replica clusters, four of which
represent the main request path through the system. Specif-
ically, incoming client requests first arrive at a cluster of
front-end replicas. Next, they are forwarded through a chain
of proposer, committer, and executor clusters which together
implement a Paxos-style consensus process [35] that assigns a
unique sequence number to each request. Finally, the executors
process committed requests in the order of their sequence
numbers and send the corresponding replies back to the client.
In addition to these four main clusters, the base protocol
contains three different monitor clusters that are responsible
for obtaining and distributing progress information on the
consensus process (agreement monitor), executed requests
(completion monitors), and view number (view monitors). Act-
ing as control loops, monitors enable replicas of the main path
to perform garbage collection of no longer needed state (e.g.,
agreement slots that are superseded by a stable checkpoint).
For clarity, we omit a fine-grained discussion of these mech-
anisms because (1) control loops in the base protocol follow
the same principles as control loops in Mirador and (2) their
specifics (like other Mirador details deliberately left out here)
are not of relevance for the contributions of this paper, namely
selective hybridization and diversification. The same applies
to the controller cluster, a group of replicas that monitors
agreement and execution progress and if necessary triggers
a view change for proposers, committers, and executors.
Relying on this architecture, information flows through the
system by replicas of a cluster providing the outcomes of their
own protocol step as inputs to the replicas of their successor
cluster(s), typically in an all-to-all manner, as illustrated for the
main-path clusters in Figure 3 (dotted blue arrows). Deciding



on a protocol step in general requires a replica to analyze the
input values provided by different predecessors and accept a
value once a predefined threshold is reached; either in terms
of quorum size (e.g., an executor commits a request once
f + 1 committers have confirmed the request’s reception) or in
terms of numerical value (e.g., the current view is determined
as the f + 1 highest number announced by view monitors).

Parameterization. Leveraging its micro-replicated protocol
architecture, the base protocol serves as starting point for the
creation of tailored replication protocols. In particular, the base
protocol offers adaptations in three main dimensions:

o Adjustment of Replication Factors: With clusters being
largely independent of each other, the number of involved
replicas can be defined on a per-cluster basis. For some
protocol steps, this offers the opportunity to achieve ro-
bustness against Byzantine faults by adding replicas to the
corresponding cluster (see Section IV).

o Configuration of Acceptance Thresholds: Raising the bar
for the acceptance of input values enables a replica to limit
the impact faulty inputs can have on its decisions. Usually,
such a measure is complemented by a matching increase in
the replication factor of the respective predecessor cluster.

o Substitution of Protocol Mechanisms: Exploiting the
loose coupling of micro-replica clusters, entire mechanisms
of the base protocol can be modularly replaced by their
counterparts from other micro-replicated protocols. As
shown in Section IV-B, this for example makes it possible
to substitute the base protocol’s logic for distributing
proposals with an enhanced mechanism that is resilient
against equivocation by a faulty proposer.

Unlike the selection of shell clusters, decisions regarding base-
protocol adaptions are not made by users, but by the SHELLFT
framework as part of the automated tailoring process.

C. Tailoring Process

The main purpose of the tailoring process is to transform the
base protocol into a customized implementation. To automate
this process and set up the resulting system, we developed the
SHELLFT framework. Next, we present the tailoring in detail.

Cluster Adaptation. Starting with the user-specified selection
of shell clusters, the SHELLFT framework first decides on
which functionality and clusters are required for the chosen
shell configuration. For this purpose, the framework relies on
a predefined set of rules that for each base-protocol cluster
defines the specific actions that need to be performed in order
for the cluster to become a shell. The extent of these actions
depends on the particular protocol step affected and hence
varies between clusters (cf. Section III-D). As summarized in
Table II, for most clusters the base-protocol implementation
can either be directly used without modification, or substi-
tuted in place with its counterparts from the Byzantine fault-
tolerant protocol Mirador. In other cases, the changes are more
wide-ranging and, for example, affect multiple clusters. Most
notably, putting the proposer inside a shell domain leads to the
addition of new clusters, as further detailed in Section IV-B.

Shell Selection Replacements Size Update
Front end - -
Proposer Mirador agreement stage -
Committer Adapted proposer, Mirador executor 3f+1
Executor Mirador executor and client 3f+1
Agreement monitor Mirador agreement monitor 3f+1
Completion monitor Mirador completion monitor 3f+1
View monitor Mirador view monitor 3f+1
Controller - -

TABLE II: Cluster replacements and size updates performed
by the SHELLFT framework if a cluster is selected as shell.

Cluster Configuration. At this point, the SHELLFT frame-
work knows all relevant clusters and which of them are part of
the shell domain. Using this information, in the next step the
framework classifies the remaining clusters as either filters or
cores based on a dependency graph that models the interaction
between clusters (cf. Figure 3). Most importantly, as soon as a
cluster processes direct input from shell functionality, it is au-
tomatically included in the filter domain. This rule also applies
if multiple inputs are combined and only some of them come
from the shell. Only clusters that receive inputs solely from fil-
ters or cores (i.e., replicas that the framework user assumes to
fail by crashing) are themselves assigned to the core domain.
Once all clusters are assigned a domain, the SHELLFT
framework then proceeds by configuring the individual size
of each cluster. With filter and core clusters representing
crash-tolerant domains, their replication factors remain the
same as in the base protocol. In contrast, to account for
potential Byzantine faults, shell clusters are typically expanded
by f additional replicas, resulting in BFT-typical cluster sizes
of 3f + 1. To account for changes in replication factors, for
those shell clusters whose sizes have increased (in case there
are any), the SHELLFT framework in a final configuration
step increases the corresponding acceptance thresholds of all
affected (shell and filter) successor clusters by f. This allows
replicas of the successor clusters to make effective use of the
f additional inputs that are now available as a result of the
cluster expansion, and to thereby actually tolerate Byzantine
faults in the shell. For more details on how specific transfor-
mation decisions are made, please refer to Section III-D.

Cluster Deployment. Although clusters are isolated entities
from a protocol perspective, there are several opportunities
with regard to their deployment; they range from hosting
each replica on a separate server to co-locating replicas of
different clusters within the same thread. For SHELLFT we
exploit this flexibility to achieve a balance between resilience
and efficiency by (1) physically separating shell clusters from
the rest of the system and (2) integrating multiple replicas
with each other whenever possible. This strategy results in a
setting comprising two groups of machines: one group for shell
replicas and one group for filter and core replicas. Figure 4
shows an example of such a deployment for a configuration
in which the shell consists of front ends and executors (cf.
Section IV-A). Keeping the shell clusters isolated from the
crash-tolerant domains increases robustness because, even if
an adversary manages to compromise an entire machine of
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the shell group, the adversary still does not have control over
filter and core replicas. At the same time, without impairing
availability, the co-location of replicas from different clusters
within each of the two groups minimizes the communication
overhead between the corresponding protocol steps and there-
fore improves both resource consumption and efficiency.

D. Pattern-based Protocol Transformation

During its adaptation and configuration steps, the SHELLFT
tailoring process leverages the fact that micro-replicated proto-
cols are designed as a composition of established architectural
patterns with specific safety and liveness guarantees [22].
This way, the transformation essentially becomes the task of
translating a pattern that provides a certain property in the
presence of crash faults into its counterpart pattern providing
the same property in the presence of Byzantine faults.

In this context, it is important to note that SHELLFT’s
tailoring process does not change how individual patterns are
interweaved to form the overall protocol composition, and thus
ensures that the associated inter-pattern correctness arguments
remain unaffected. Instead, the transformation performed by
SHELLFT occurs at the pattern level, thereby making it signifi-
cantly easier to maintain correctness due to only a comparably
small number of precisely defined properties having to be
preserved across the transformation. Next, we illustrate this ap-
proach for the base protocol’s two main patterns (see Figure 5).

Reliable Distribution Pattern. This pattern propagates a
value from a potentially faulty source replica (possibly via
intermediate replicas called witnesses) to a group of sink
replicas while ensuring that correct sinks do not accept di-
verging values. Similar to traditional protocols [3], [35], such
a task, for example, marks the first step of the base protocol’s
agreement logic. For correctness, two properties are required
from this pattern and, as proven in [34], both the base version
and the transformed version of the pattern provide them:

Property RDP.1. If a correct sink s1 accepts a value v and
another correct sink so accepts a value V', then v =v'.

Property RDP.2. If the source is correct and proposes v, all
correct sinks eventually accept v, even if | witnesses are faulty.

As shown at the top of Figure 5a, the (crash-fault) base
version of this pattern involves the source directly broadcasting
the proposed value to all sinks. In contrast, if the source cluster
is selected as shell, SHELLFT’s tailoring process switches
to the Byzantine-resilient counterpart pattern (see bottom of
Figure 5a). Here, an additional cluster of 3f + 1 witness

replicas observe the value proposed by the source, and sinks
only accept a value after having received matching opinions
from 2 f 4 1 witnesses. That is, in this case the transformation
includes (1) the insertion of a new cluster as well as (2) the
increase of the sinks’ acceptance threshold from 1 to 2f + 1.

Relay Pattern. This pattern is used to distribute a value (e.g.,
the sequence number of a reached checkpoint) from multiple
sources to multiple sinks; up to f sources may be faulty. A
correct source either puts out a specific value v or no value at
all. Under these conditions, the relay pattern ensures that if a
correct sink accepts v, then eventually all correct sinks accept
the same value. In the base protocol, such a guarantee repre-
sents the foundation of control loops (cf. Section III-B). As
proven in [34], SHELLFT’s tailoring process maintains two
key properties across the protocol transformation:

Property RP.1. If a correct sink accepts a value v, then v
was proposed by a correct source.

Property RP.2. [f a correct sink accepts a value v, then all
correct sinks eventually accept v, even if f relays are faulty.

In the base pattern (Figure 5b), 2f + 1 sources send their
value to a cluster of 2 f+1 relays. In addition, relays propagate
an accepted value among each other. A correct relay accepts
a value based on either t;, = f + 1 matching inputs from
different sources or one accepted value forwarded by another
relay. A sink accepts a value after obtaining f + 1 matching
inputs from different relays. If the sources are in the shell,
our transformation (1) changes the the source-cluster size from
2f+1to 3f + 1 replicas and (2) increases ¢ to 2f + 1 inputs.

E. Selective Diversification

For additional resilience, SHELLFT enables selective hy-
bridization to be complemented with selective diversification.
In general, the diversification of replicas (i.e., the use of
heterogeneous implementations or deployments) significantly
lowers the probability of common-mode failures and makes it
more difficult for an adversary to take over multiple replicas at
once [36]-[38]. SHELLFT improves this process in two com-
plementary ways: It reduces the diversification costs for critical
parts and, at the same time, increases the diversification space.

Reducing the Diversification Costs. While monolithic ar-
chitectures suffer from high diversification costs, SHELLFT
allows diversification techniques to be applied to individual
clusters, and hence with low overhead. Having been identified
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Fig. 5: Transformation based on design patterns.



# Successful Exploits
1 2 [ 3] 4 [ 5] 09
Monolithic protocol 0% 100%
Group-based deployment 0% | 42.9% 100%
Fully diversified base protocol | 0% | 12.5% | 25% | 37.5% | 50% | 100%

TABLE III: Probability of system-wide failure (f = 1).

as the most critical/vulnerable parts of the overall system, the
shell clusters are primary candidates for methods such as N-
version programming. However, if considered beneficial, ad-
ditional filter and core clusters may be included to further im-
prove resilience. Besides, our approach complements currently
developed LLM-based automation techniques for N-version
programming [39], which require isolated (“pure”) functions.

Increasing the Diversification Space. As diversification space
we define the number of possible heterogeneous configurations
deployed within a system. A larger diversification space allows
to use a more diverse system layout and hence increases the
system’s resilience as a whole by minimizing the number of
individual parts that are affected by a single common-mode
failure (e.g., an exploit or bug in the runtime environment). In
traditional monolithic implementations, each replica runs on
exactly one physical node using one configuration. This results
in the diversification space being directly related to the replica-
tion factor dependent on f. In contrast, in SHELLFT a replica
is a logical construct that is more independent of the physical
layout, which offers the opportunity to increase the diversifi-
cation space without having to adjust the replication factor.
To illustrate this aspect, Table III shows how many success-
ful exploits an attacker requires to disrupt a diversified system.
Using a heterogeneous monolithic protocol, each exploit takes
down one replica, and with the second exploit (for f = 1), the
system is no longer operable. In contrast, SHELLFT’s group-
based deployment presented in Figure 4 already increases
overall system resilience. With a SHELLFT-based system, an
attacker first has to find exploits for f 4+ 1 micro replicas of
the same type. If the attacker has no intricate knowledge of
the system deployment that would allow the attacker to target
parts of the system specifically, this decreases the percentage
of a system-wide failure to less than 50% for two exploits.
Note that if resilience is the main goal, this can be extended
to a point where all micro replicas are run in their own
deployment configuration and diversified individually. Such
full diversification significantly decreases the likelihood of a
system-wide failure, with only 50% for even five exploits.

IV. SHELLFT PROTOCOL EXAMPLES

SHELLFT enables replicated systems that are tailored to the
individual characteristics and requirements of use cases. To
illustrate how different shell selections influence the resulting
protocol, in this section we present three SHELLFT protocols
produced by our framework. MINAS is based on the concept
of perimeter security and splits the protocol into outside and
inside clusters. In SENTRY, the shell consists of the protocol
steps that are most critical for the overall system. Our third
protocol is a composition of MINAS and SENTRY showing that
different shell selections can be combined with each other.

A. MINAS: Perimeter Security

MINAS applies the principle of perimeter security [40], [41].
Of our three protocols, it best represents the visual image of
a separation between an outer shell and an inner core.

Use-Case Scenario. MINAS targets data-center environments
in which all replicas are connected via a private network that
is isolated from public traffic. Such a scenario is not only
common for local replicated services but can also be found in
hierarchical geo-replicated systems [20], [42], [43]. Combined
with perimeter security inside a data center (e.g., multiple fire-
walls, network segmentation [44], SDNs [45], intrusion detec-
tion [46], [47]), this means that only client-facing clusters must
reside in the outer perimeter; all others can be placed in an
inner perimeter and are thus less exposed to malicious attacks.

Selection of Shell Functionality. Given these properties, we
instruct the SHELLFT framework to put the two client-facing
clusters (i.e., front ends and executors) inside the shell.

Protocol Architecture. Figure 6 shows the resulting MINAS
system architecture after the tailoring process. As indicated
in Table II, assigning the executor cluster to the shell results
in replacements of the executor and client logic, whereas the
selection of the front-end cluster does not require any changes.
Overall, with only two clusters in the shell, most parts of the
system remain in the filter and core domains, thereby keeping
replication costs close to those of the original crash-tolerant
base protocol while significantly increasing resilience.

Additional Details. As shown by previous works [14], [19],
it is possible to design BFT execution stages requiring only
2f + 1 replicas. Applying this optimization to the executor
cluster is outside the scope of this paper, but would further
minimize MINAS’s resource consumption. In particular, with
regard to the deployment of the system (see Section III-C,
“Cluster Deployment”), it would allow MINAS to reduce the
size of its shell group from 3f 4+ 1 to 2f + 1 machines.

B. SENTRY: Safety First

For the second protocol SENTRY, we take a different ap-
proach. In SENTRY, security considerations do not include the
locations of individual system parts, instead shell replicas are
selected based on the negative impact that a cluster can have
on the overall system when exhibiting Byzantine behavior.
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Fig. 6: Overview of the MINAS system architecture; some
cluster dependencies have been omitted for better readability.




Use-Case Scenario. Several recent works argue that, given
the choice, for many replicated systems in practice it is much
more important to preserve safety than liveness [11], [15]. The
rationale behind this consideration is the insight that from a
client perspective, for example, it is usually better to receive
no response at all than to receive an erroneous response that
reflects inconsistent system state. In addition, it is generally
easier to automatically detect liveness issues (e.g., by using ex-
ternal monitoring tools) than safety violations. Following this
idea, for SENTRY we specifically apply selective hybridization
to those parts of a replicated system that are critical for safety.

Selection of Shell Functionality. In a crash-tolerant protocol,
there are typically four tasks that pose a particular threat to
the safety if they are subject to Byzantine faults: (1) Faced
with an agreement protocol that consists of only two phases,
by performing equivocation (i.e., proposing different client
requests for the same sequence number to different follower
replicas) a Byzantine leader replica can trick correct followers
into executing requests in diverging orders. This in turn may
cause replica states to become inconsistent. (2) In a similar
way, a Byzantine leader is able to manipulate the outcome
of a view change by distributing different opinions on the
set of requests that need to be re-proposed in the new view.
(3) Having executed a request, a Byzantine replica may
provide the client with an incorrect result. (4) If a state transfer
becomes necessary (e.g., due to a replica rejoining the rest of
the system after the end of a temporary network partition), a
Byzantine replica can supply a correct replica with an incorrect
checkpoint and thereby tamper with the correct replica’s state.
In our base protocol, these four tasks are the responsibilities
of two clusters, proposer and executor, which is why for
SENTRY we select both of them as shell. By design, faulty
replicas of all other clusters can only impede the liveness of
the overall protocol, even if they show Byzantine behavior.

Protocol Architecture. Based on this configuration, the
SHELLFT framework produces the system architecture shown
in Figure 7. As the most significant change, in consequence
of the proposer being part of the shell, SHELLFT’s tailoring
process applies the replacements associated with the reliable-
distribution pattern (see Section III-D) by substituting the pro-
poser and committer clusters with the agreement stage of Mi-
rador, thereby introducing an additional preparer cluster on the
main request path. This enables SENTRY to deal with equiv-
ocation attempts potentially made by a Byzantine proposer.
Furthermore, off the main path, the agreement stage now in-
cludes Mirador’s clusters for performing a view change, which
in a nutshell works as follows. Once a view change is trig-
gered, a specific cluster (“‘conservators”) collects the preparers’
and committers’ opinions on the requests to be re-proposed
in the new view. Led by a dedicated replica (‘“curator”), this
information is then agreed on using a three-step consensus
process, which is similar to the three-phase agreement on
the main path. To complete the view change, at the end the
agreed outcome is fed back to the proposer and preparer clus-
ters, enabling them to continue with normal-case operation.
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Fig. 7: Overview of the SENTRY system architecture; some
cluster dependencies have been omitted for better readability.

To summarize, in SENTRY’s architecture the base protocol’s
proposer functionality is divided among two clusters, with the
SENTRY proposer handling the main request agreement and
the curator leading the view change. As shown in Figure 7, this
results in the curator also constituting a part of the shell. For
the third shell cluster, the executor, the SHELLFT’s tailoring
entails the same modifications and benefits as in MINAS.

C. MINAS+SENTRY

For our third protocol, we combine MINAS and SENTRY to
MINAS+SENTRY in order to illustrate that there is no need to
focus on a single criterion when selecting the shell functional-
ity. In recent years, the concepts of zero trust [48] or the rogue
administrator [49] have received much attention in the area of
cloud computing. So even if a deployment environment fits the
characteristics of MINAS, for certain applications additional
safety mechanisms can still be beneficial. The resulting system
architecture of MINAS+SENTRY is very similar to SENTRY’S
architecture in Figure 7, except that the front-end cluster in
MINAS+SENTRY is also part of the shell. With this design,
MINAS+SENTRY is able to target two threat vectors: The shell
now contains both the most exposed functionality from MINAS
as well as the most critical functionality as defined in SENTRY.

V. DIVERSIFICATION-COST ANALYSIS

Of the two main goals of our work, selective hybridization
and selective diversification, the former is inherently provided
by SHELLFT’s design (as discussed in Section III). For this
reason, in this section we focus on assessing the diversifica-
tion costs of SHELLFT-based replicated systems. SHELLFT’s
modular hybrid architecture makes it possible to develop
heterogeneous system implementations in which only the most
exposed and/or critical components are actually diversified. In
the following, we seek to examine the ramifications of this
approach with regard to complexity and programming effort.
Since both aspects are known to be difficult to quantify when
it comes to actual implementations, we rely on two different
methodologies for this purpose. Our first analysis, on a more



Protocol

Functionality Component Cluster Counterpart || Baseline Mirador | MINAS | SENTRY | MINAS+SENTRY
Accept requests from clients Front end 2f+1 2f+1
Assign sequence numbers to requests Proposer 2f+1 f+1
Verify and relay proposals Preparer 0 3f+1
Confirm sequence-number assignment Committer 2f+1 3f+1
Execute requests (and send/store reply) Executor 2f+1 3f+1
Monitor progress (to trigger view change) Controller 2f+1 2f+1
Monitor and broadcast current view View monitor 2f+1 3f+1
Gather prepared requests for next view Conservator 0 3f+1
Decide on unique set of requests (across views) | Curator 0 f+1
Verify set of requests to re-propose Auditor 3f+1
Store and provide set to re-propose Record keeper 3f+1
Determine active consensus instances Agreement monitor 2f+1 ‘ 3f+1
Determine executed requests Completion monitor 2f+1 | 3f+1

Total
Byzantine fault model

Percentage of functionality to diversify (compared with baseline): f =1
f— o0

46%

TABLE IV: Complexity comparison. Components using

percentage compares the number of JINESUEIREINTIGEIRY to the number of baseline components (e.g., 15715

theoretical level, concentrates on the individual protocol-task
functionality that needs to be diversified to improve resilience.
As a complement, our second analysis studies the code size
of heterogeneous SHELLFT-cluster implementations we de-
veloped by applying N-version programming.

A. Diversification of Protocol Functionality

Our first analysis is based on the notion of a replication
protocol being a composition of multiple tasks. In SHELLFT
protocols, each of these tasks is represented by a dedicated
cluster, which allows us to use their number and sizes as a
metric for complexity. Specifically, we estimate and compare
the diversification costs of different approaches by determining
how often the logic of each cluster needs to be diversified. No-
tice that this methodology involves simplifying assumptions:
(1) Although some tasks require more sophistication than oth-
ers, it treats all tasks as similarly complex. We argue that this
does not pose a major problem because, as a consequence of
these tasks essentially representing the atoms of a replication
protocol, the overall differences are not extensive. (2) It does
not consider general functionality such as communication,
which in practice also needs to be diversified. These parts are
included in our second analysis in Section V-B which exam-
ines the actual code bases of our prototype implementations
and comes to very similar conclusions, thereby confirming that
the assumptions made for our first study are justified.

Baseline. We derive the baseline for our first study from the
base protocol (see Section III-B) due to its consensus mech-
anism being closely related to Paxos in Kirsch and Amir’s
system-builders variant [35], a protocol that represents the de-
sign of a typical crash-tolerant protocol in practice and applies
a style of consensus that resembles the agreement process of
the other analyzed protocols. Using our metric, a common
crash-tolerant system consisting of 2f + 1 replicas needs to
perform all tasks handled by the 8 server-side base-protocol
clusters, with every one of these tasks being implemented in
each replica. In sum, as shown in Table IV, this results in
a baseline complexity equivalent to 16 f + 8 micro replicas.

0% 31% 31% 44%
a Byzantine fault model are highlighted in dark. The diversification
562128 for MINAS).

Traditional Hybrids. With traditional hybrid systems such
as MinBFT, XFT, and VFT (see Section II) consisting of
monolithic replicas, diversifying them requires heterogeneous
implementations of the entire replica logic (i.e., all base-
protocol tasks), and hence leads to diversification costs of
at least 100% (Table IV, “Hybrid” column). Note that this
number is a conservative estimate as it does not include the
added logic (and thus complexity) these approaches introduce.

Full-Fledged BFT Replication. Increasing the resilience of
Byzantine fault-tolerant components by introducing hetero-
geneity in a Mirador-based system involves the diversification
of all of its 33 f + 13 micro replicas. For f = 1, for example,
the added complexity of full-fledged BFT replication leads to

. . . 33F+13 _ 46 _
overall diversification costs of T6f58 — 24 — 192%.

SHELLFT Protocols. SHELLFT’s selective diversification
offers the benefit of limiting diversification costs to the most
exposed/critical parts: the shell clusters. In MINAS, the shell
consists of only two clusters (i.e., front ends and executors)
with a total of 5f 4 2 micro replicas. For a system tolerating
a single fault in each cluster (f = 1), this reduces the
diversification efforts to only 5[+ — T — 299% of the

. . .0 16f+8 0 24 .
costs associated with traditional hybrid approaches. Relying

on larger shells, the costs7 foE1 SENTRY (156];‘:38 = % = 33%)
and MINAS+SENTRY ({75 = 47 = 46%) are slightly

higher, nevertheless both numbers still represent a significant
improvement over traditional hybrid systems (100%).

Impact of System Size. To examine the relationship between
diversification costs and system size we not only compute
values for f = 1, but also for f — oo. As shown in the
last line of Table IV, for the three SHELLFT protocols the
resulting numbers do not differ significantly from the ones for
f =1, which means that the savings enabled by SHELLFT are
largely independent of system size. In particular, this confirms
that our target systems, in which (as discussed in Section III-B)
f is small, are already able to benefit from the approach.



Scope Full Code | Replica Logic
Java All clusters 10,101 7,037
Java Base protocol 8,900 5, 836
C++ Executor + front end 2,756 1,643
Elixir Executor + front end 2,126 1,469
Go Executor, proposer, curator 3,081 2,179

TABLE V: Diverse SHELLFT implementations (lines of code).

B. N-Version Programming

In our second study, we focus on N-version programming as
a means to achieve diversification. To evaluate the impact of
SHELLFT on implementation costs in this context, we applied
the concept to all shell clusters of MINAS and SENTRY.
In an effort to cover a wide range of heterogeneity, we
chose a variety of programming languages, using different
runtime environments and even paradigms: Java (the language
in which the SHELLFT framework itself is written), C++
(standard C++20), Go (v1.22), as well as Elixir (v1.12 with
Erlang/OTP 24), a functional programming language designed
for distributed and fault-tolerant systems [50].

Table V reports the sizes of these code bases measured in
lines of code (LOC) as calculated by cloc (v1.90) [51]. We
are aware that LOC can be a somewhat imprecise unit of mea-
surement, especially when comparing different programming
languages, but it nevertheless allows us to get a good impres-
sion on the potential costs of development and maintenance.
The full-scope implementation in Java comprises the function-
ality for the entire replicated system and consists of around
10k LOC, of which about 7k LOC are dedicated to the protocol
logic of replicas. The difference of about 3k LOC includes
general system functionality (e.g., communication, startup
procedures) that is required for each replica regardless of its
cluster. When considering only the eight clusters that are part
of the base protocol, this leaves around 8.9k LOC for the whole
implementation and 5.8k LOC for the replicas. In comparison,
our N-version programming implementations in C++, Go and
Elixir either contain two or three clusters and have a greatly
reduced code size. Specifically, they range between 2.1k LOC
and 3.1k LOC, which is 21-31% and 23-35% of the full-scope
Java implementation and base protocol, respectively. This
difference is maintained for the replica logic and corresponds
to the fact that either only two (25%) or three (37.5%) out of
eight clusters are diversified in another programming language.

C. Discussion

Although applying different methodologies, both of our
analyses arrive at consistent conclusions with respect to the re-
duction of diversification costs enabled by SHELLFT. For M1-
NAS, for example, the first analysis determined the need to di-
versify 29% of the functionality to improve shell resilience. As
shown by the second analysis, this closely matches the actual
code sizes of our heterogeneous MINAS shell-cluster imple-
mentations in C++ and Elixir. On average, they only comprise
27% of the size of the base-protocol code base (both in terms
of the full code as well as the replica logic), and hence confirm
the significant savings (more than 70%) made possible by
SHELLFT compared with traditional hybridization approaches.

VI. PERFORMANCE AND FAULT-HANDLING EVALUATION

In this section, we present the results of experiments
that compare MINAS, SENTRY, and MINAS+SENTRY against
state-of-the-art protocols, evaluating both performance and the
impact of various replica failures. Notice that the goal of the
performance experiments is to study our approach’s impact
on throughput and latency. We do not promote SHELLFT as
a technique for improving performance.

A. Performance

We evaluate the performance of our SHELLFT protocols
with multiple baselines: the base protocol, the micro-replicated
BFT protocol Mirador, and the widely used BFT-SMaRt [52]
library, both in a Byzantine and a crash fault-tolerant con-
figuration (BFT-SMaRt ppr and BFT-SMaRt cpr). Since
SHELLFT primarily focuses on small systems (see Sec-
tion III-B), we dimension all systems for f=1, meaning that
MINAS, SENTRY and MINAS+SENTRY replicas are hosted
on 7 machines (cf. Figure 4). As application, we employ a
key-value store and run YCSB [53] with an update-heavy
workload and 1 KB records containing fields of 100 B values.
Each reported data point represents the average of three runs.

Throughput and Latency. As shown in Figure 8, with a max-
imum throughput of ~42k requests/s and a latency of ~1ms,
the three SHELLFT protocols are in between the base pro-
tocol/ BFT-SMaRt <7 and Mirador / BFT-SMaRt g, indi-
cating that they do not only represent an intermediate between
crash tolerance and Byzantine fault tolerance in terms of
complexity, but also with regard to performance.

Performance of Diversified Systems. Comparing the pure
Java implementations of MINAS and SENTRY with their
heterogeneous counterparts comprising the diversified shell
components listed in Table V, we observe similar throughput
and latency results. This shows that a diversification of crucial
parts of a replicated system as enabled by SHELLFT can
increase resilience without noticeably impacting performance.

B. Impact of Replica Failures

The final part of our evaluation investigates the impact of
replica failures, which is why we subject the systems to both
replica crashes as well as Byzantine behavior (see Figure 9).
The view-change timeout in these experiments is set to 1s.
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Fig. 8: Performance comparison.
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Fig. 9: Impact of different fault scenarios.

Leader Crash. As the consequence of a crash of the cur-
rent proposer, all three SHELLFT protocols experience the
expected downtime of 1-2s and resume a stable performance
after the successful view change. The view change in MINAS
is completed slightly faster due to comprising fewer phases.

Byzantine Failures. To study the impact of arbitrary faults on
two key clusters (i.e., proposer and executor), we employ the
full extent of their potential Byzantine behavior, ranging from
equivocation to forging responses and checkpoints. Again, all
evaluated protocols demonstrate the behavior expected from
their respective fault model. While (Byzantine) equivocation of
the proposer in MINAS and the base protocol leads to diverging
replicas, Mirador and SENTRY (as well as MINAS+SENTRY)
tolerate the fault by issuing a view change. In contrast, with ex-
ecutors being part of their shell, all SHELLFT protocols toler-
ate a Byzantine-faulty executor. Unlike the base protocol, none
of the SHELLFT protocols experiences any notable impact.

VII. RELATED WORK

Having already discussed a large body of related work in
the area of hybridization in Section II, in the following we
focus on additional aspects with relevance to SHELLFT.

Modularized Replication Architectures. Micro replication so
far has only been investigated in the context of improving
debuggability [22]. With SHELLFT, we are the first to harness
its properties for the design of flexible hybrid architectures.
Whittaker et al. [21] presented a systematic approach to
eliminate performance bottlenecks by compartmentalizing the
affected replication-protocol parts into multiple components.

Concentrating on efficiency and scalability, this method is
orthogonal to our goal of combining different fault models
within the same system. However, being a general technique,
compartmentalization could be used to improve performance
in SHELLFT protocols. The same is true for mechanisms im-
proving the communication flow between replicas [54], [55].

N-Versioning of Microservices. Espinoza et al. [56] showed
that heterogeneous implementations are an effective means to
increase robustness in microservice architectures, especially
when applied to components handling user data (e.g., input
sanitizers, which in SHELLFT can be implemented in the front
ends). Unlike SHELLFT, their approach does not consider
replication protocols and introduces non-replicated (and hence
non-fault-tolerant) proxies for each diversified microservice.

Physical Separation of Replicas. Placing replicas at signifi-
cant geographic distances from each other, geo-replicated sys-
tems such as GeoPaxos [57], GeoPaxos+ [58], or ATLAS [59]
make it highly unlikely that a single root cause leads to the
failure of multiple replicas. Like these systems, a SHELLFT
deployment relies on a physical separation between replicas
providing the same functionality (i.e., SHELLFT replicas be-
longing to the same cluster), but in addition it also isolates
shell replicas from filters/cores. Studying the benefits and
implications of implementing our two-level separation in geo-
replicated settings is an interesting direction for future work.

Adaptation to Threats. Targeting scenarios in which the
strength of an adversary evolves over time, Silva et al. [60]
developed a BFT system that is able to dynamically adapt both
the number of replicas and its resilience threshold at runtime.
Integrating this concept with SHELLFT protocols (at the
cluster level) would further decrease their resource footprint.

Hardening. Correia et al. [61] proposed to extend crash-tole-
rant systems with integrity checks to detect arbitrary state
corruption and avoid error propagation through erroneous mes-
sages. Behrens et al. [62] showed that for Paxos these kinds
of checks can be limited to a small part of the protocol logic.
Compared with the diversification of replicas, such hardening
techniques incur less development costs but, on the other hand,
are only able to cope with a subset of Byzantine faults.

VIII. CONCLUSION

SHELLFT’s selective hybridization offers an unprecedented
degree of flexibility when it comes to tailoring the resilience
of replicated systems to specific use cases. At the same time,
SHELLFT is able to decrease diversification costs by more than
70% compared with traditional hybridization approaches.
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