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Abstract—Runtime-aware code generation for sandboxed com-
pile targets such as WebAssembly is scarce yet vital for unbiased
training and evaluation of, e.g., large language models (LLMs)
tasked with code analysis and schedule optimization. We intro-
duce WASMWEAVER, the first end-to-end generator framework
that learns to synthesize fully executable WebAssembly (Wasm)
modules while respecting strict limits on execution-trace length
and binary size. A Proximal Policy Optimization (PPO) agent
guides high-level decisions, and a runtime abstraction, combined
with action masks, exposes only semantically valid instructions,
preventing undefined behavior and allowing unbounded loops
and division without additional checks. Depending on the reward
design, we show that: (A) the generator can produce programs
with controllable trace lengths and opcode unigrams matching
those of real-world Wasm corpora, and (B) when used in an
LLM-in-the-loop setting, the generator learns to produce increas-
ingly complex code samples over time to expose reasoning errors.
We evaluate WASMWEAVER with two state-of-the-art models, gpt-
40 and 03-mini. The results demonstrate that our framework
reliably generates pseudo-random programs that satisfy hand-
crafted, high-level composite rewards and exposes shortcomings
in current LLM code-reasoning/analysis capabilities. The tool’s
source code and a brief demonstration video are available at
|github.com/Morxos/wasmweavercode]

Index Terms—Reinforcement learning, Program synthesis,
Benchmark testing, WebAssembly, Large language models

I. INTRODUCTION

Large language models (LLMs) have recently advanced in
program generation and execution reasoning [/1], enabling ap-
plications such as vulnerability detection and runtime analysis.
While these models perform well on tasks that require only
shallow semantic understanding, their behavior on domain-
specific, execution-dependent analyses remains unclear. Web-
Assembly (Wasm), a compact and increasingly widely de-
ployed compilation target—including in industrial and safety-
critical environments—poses a particularly relevant testbed:
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reasoning about Wasm execution requires precise tracking of
stack state, control flow, and resource bounds.

Evaluating such reasoning, however, is difficult. Existing
Wasm benchmarks [2] lack detailed execution annotations,
making it impossible to obtain reliable ground truth for down-
stream model assessment. Without such ground truth, compar-
ative benchmarking easily leads to misleading conclusions or
data leakage [3[]. Automatically generating programs together
with their exact execution semantics is therefore essential for
any rigorous evaluation of LLMs’ reasoning capabilities.

In this paper, we present WASMWEAVER, a framework for
generating fully executable, resource-bounded Wasm modules
along with precise execution traces. WASMWEAVER couples
a tile-based generator with a Proximal Policy Optimization
(PPO) agent and a symbolic abstraction of runtime state,
enabling controllable program structure, semantic validity, and
deterministic labeling.

Our contributions are:

1) A deep reinforcement learning (DRL)-driven, state-
aware Wasm generation framework that produces valid
modules under configurable bytecode and fuel limits
(trace budget), with an extensible tile architecture for
new idioms and control-flow patterns.

2) A custom gymnasium environment that provides action
masking, constraint checking, and multi-objective re-
ward support, facilitating experimentation with different
DRL algorithms and curriculum strategies.

3) Standardized task-generation and evaluation harnesses
for both reward-driven random program creation and
adversarial LLM stress testing.

II. PROBLEM STATEMENT

a) Problem 1: Executability Under Limits: Grammar-
aware fuzzers such as wasm-smith [4] ensure syntactic
correctness but frequently produce programs that trap or fail to
exercise meaningful behavior. Recent LLM-based fuzzers [5]—
[7] add semantic structure but still ignore strict fuel and byte
constraints.
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Fig. 1: Overview of the WASMWEAVER framework.

Our solution: WASMWEAVER pairs symbolic execution with
a maskable PPO agent that filters infeasible instructions, ensur-
ing that every generated module respects predefined resource
limits.

b) Problem 2: Realistic Program Shape: Coverage-

oriented generators and corpus splicers [8]l, [9]] distort opcode
distributions, control-flow depth, and overall structural com-
plexity compared to real-world Wasm binaries.
Our solution: WASMWEAVER exposes flexible reward func-
tions that steer opcode mix, structural depth, and other high-
level metrics toward arbitrary targets, enabling generation of
diverse modules that more closely resemble real workloads.

c) Problem 3: Clean, Reproducible Benchmarks: Exist-

ing benchmark suites—HumanEval [10], MBPP [11], Code-
Contests [12]-are small, prone to leakage, and hard to re-
generate. LL.M-based fuzzers such as GPTFuzzer [13] and
Fuzz4ALL [5] lack deterministic ground truth.
Our solution: WASMWEAVER synthesizes an arbitrary num-
ber of fully labeled, seed-deterministic Wasm tasks. All sam-
ples can be regenerated from configuration files, eliminating
contamination and ensuring reproducibility across releases.

III. WASMWEAVER

In this section, we give insight into WASMWEAVER (see
Fig.[I). The generator is constructed of two parts. An executor
component of WASMWEAVER is able to execute programs
step-by-step and updates a global state (symbolic runtime
state), tracking all assigned locals, globals, tables, external
memory, functions, and the operand stack, as well as their
values. Input arguments and memory regions must be known
before program generation and are either taken from real-world
examples or set randomly. Afterwards, the actual program is
generated along the execution flow.

a) Code Tiles & Generation Loop: Code tiles (code
fragments) are the smallest unit of code our generator tracks.
These can range from simple instructions, through control-flow
tiles, up to custom high-level idiom tiles (e.g., recursion and
loop patterns). All logic governing whether a tile can be placed
at the current point in time, and how it alters the global state
when it is placed, is mostly contained within the tile itself,
allowing easy extensibility of the generator.
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Fig. 2: Two pipelines enabled by WASMWEAVER: (1) reward-
driven generation of executable, resource-bounded Wasm with
ground-truth traces; (2) LLM-in-the-loop generation that re-
wards samples where the model’s prediction disagrees with
ground truth.
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The overall generation process, illustrated in Figure
repeats the following four steps before outputting the result
in step @: The current state is passed to all available tiles. €)
Each tile responds to whether it can be applied in the current
state. 9 A Proximal Policy Optimization (PPO) [14] agent
selects a viable action, depending on the current global state
and the set of applicable tiles. After selection, the chosen tile
is applied 9 to the global state. Constraints are updated and
checked. 9 If a constraint is violated, the generator raises an
exception @) and the generation process starts over. These
four steps are repeated until all constraints are satisfied and
the policy finishes the program. @ If program generation is
finished successfully, the resulting global state is compiled into
a Wasm binary.

b) Constraints: During generation, we distinguish be-
tween two types of constraints: (I) In phase €)), each potential
tile evaluates its own local constraints to determine whether
it can be placed. These checks include ensuring the stack has
the correct shape, verifying that values are within valid ranges
(e.g., avoiding division by zero), and confirming that already
generated functions can be called. Based on these checks, an
action mask (valid-action filter) is generated for the PPO agent
to restrict the set of valid actions. These local constraints are
designed to reduce the overall search space and prevent the
policy from selecting actions that would inevitably lead to
invalid program states. (II) After an action is applied, resource
and cost constraints are enforced in phase @. Unlike the
local constraints in (I), the status of these global constraints is
included in the agent’s observation. If any of these constraints
are violated, the generator is reset &), and the agent receives
a special reward as feedback to encourage learning from the
failure.

IV. EVALUATION AND RESULTS

We evaluate two pipelines that illustrate WASMWEAVER’S
core value (see Fig. [2):

1) Controllable synthesis: generate executable, resource-
bounded Wasm programs that satisfy a composite high-
level reward under strict fuel/size limits.

2) Ground-truth LLM stress tests: generate labeled,
execution-dependent tasks and adversarially steer gener-
ation toward cases a target LLM mispredicts. We report
results for gpt-40 and 03-mini.



A. Scenario I: Executable Sample Generation

a) Manual Composite Reward: In many situations, we
wish to generate pseudo-random programs that satisfy global
constraints. Some of these constraints are hard, such as
upper bounds on byte-code size or fuel consumption, and
are therefore enforced directly during generation (violations
simply trigger a generator reset). Others are soft prefer-
ences, e.g. matching an opcode distribution observed in real-
world corpora, steering program length, or encouraging deeper
control-flow structure. WASMWEAVER models such prefer-
ences through an additional composite reward (sum of ob-
jectives).

To illustrate the idea, we assign two distinct rewards and add
them up. Our Wasm samples should (a) mimic the opcode
distribution of the WasmBench corpus, (b) allow us to dial
program length. The first component, the alignment reward
Rign, is one minus the Jensen—-Shannon distance between
the opcode histogram produced by the generator and that of
WasmBench (see Eq. [T)

Ralign =1- JSD(Pgen || PWasmBenCh) 5 (1)

where Py and Piasmpench denote the respective opcode distri-
butions. The second reward Riengtn measures how closely the
actual trace length matches a randomly drawn target fuel value

(see Eq. |Z|)
Riengn = expf | fise=t 1), @

At inference time this provides a simple knob for generating
programs of different lengths.
Finally, the composite reward is the sum of the two parts

as in Eq[3]

-1, failed
Riota = ' (3)
Raign + Riengm, Otherwise

Should the program generation fail due to a constraint viola-
tion, we just return -1 as the total reward.

b) Ablation Studies: For understanding how rewards im-
pact program metrics, we perform two leave-one-out ablation
studies (one for each reward component) for 400,000 steps
each (see Fig. Bb] & [3c), with one final study (see Fig. [3a)
where all rewards are active. Further, we show three metrics.
We observe that in the combined scenario, the generator
optimizes both rewards, and once the rewards are turned off,
the reward values and their associated metrics decline.

TABLE I: Generalization from Short to Long Fuel Budgets

Max Fuel

50 100 200 500 1000
Riength 0.87 0.84 0.72 0.67 0.63
Rulign 0.77 0.75 0.73 0.73 0.73
MAEengin 3.96 6.99 25.88 87.51 207.43
Avg. Length,, . 2831 5332 10273 266.69  528.06
Avg. Length ., 3120  48.26 76.87 179.71  321.07
Min. Length, ., 7 5 5 4 5
Max. Length, .. 50 99 195 456 824
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Fig. 3: DRL-based program generation with predefined re-
wards: reward curves/invalid samples over time (a) and ab-
lations with one reward removed (b, c).

c) Generalization to Longer Programs: Due to the target
program length input being normalized between 0 and 1 for
the generator, we can simply scale up the maximum fuel
and binary bounds to observe how this impacts the fuel
consumption of generated programs and whether it leads to
a collapse in other metrics, such as opcode alignment. We ran
this test with maximum fuel values from the initial 50 up to
1000, as shown in Tab. [} Increasing the fuel limit raises the
error and lowers the reward for both objectives, yet it does
not trigger a catastrophic collapse in any single reward or
metric. These results indicate that the approach could also
work for scaling more complex composite rewards beyond
initial training range for generating longer programs while
keeping initial generator training efficient.

B. Scenario II: Adversarial LLM Pipeline

In the second pipeline, we use gpt-4o and 03-mini in an
LLM-in-the-loop setup. The goal here is to find weaknesses
in the reasoning capabilities of LLMs used for e.g. scheduling
tasks and potential finetuning or training.

a) Stack Reasoning: In the first test, the generator pro-
duces simple programs without nested control flow and inserts
an ;;INSPECT comment at a random point. The LLM then
lists every value currently on the stack.

Figure [4] shows that in the early phase, when the tasks are
simple, both LLMs return correct results. As time passes, the
DRL agent shifts its program generation toward workloads that
rely more on float conversions. This shift can be observed in
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Fig. 5: LLM-in-the-Loop scenario 2: flag-reachability predic-
tion performance of 03-mini vs. gpt-4o.

the shift of most used opcodes, which can be seen in the lower
part of the figure. At first, the opcodes are selected almost
at random, but later the distribution concentrates on float-
conversion instructions, revealing that both models struggle
with conversions between integers and floats.

b) Reachability Reasoning: In the second feasibility
study, the DRL agent can generate programs with deeper
control-flow structures. After strategic points such as the
start of a block or a branch condition it inserts a FLAG_X
comment. The LLM must decide whether execution will reach
the corresponding flag. Because both models struggle with
floating-point instructions, we disabled them for this test.
Programs use integers only.

As in Fig.[5] a small increase in control-flow depth is often
sufficient for the gpr-40 model to mispredict about one flag
on average. In contrast, for the more advanced 03-mini model,
the generator converges to programs with complex data-flow
chains that end in one or two final decisions. To handle
these cases correctly, the model must symbolically execute the

preceding instructions in order to determine which flag can be
reached. Overall, these results show an average of 0.6 flags
being incorrectly predicted per sample.

V. LIMITATIONS & FUTURE WORK

Section [[V]shows that WASMWEAVER effectively generates
random code and benchmarks LLM code reasoning. The
study’s limitations, however, point to several possibilities for
future work.

a) Look-Ahead Design & Lazy Evaluation: At every
step, the generator assembles and checks a full list of can-
didate code tiles. For large constructs such as functions, this
exhaustive scan slows generation. In future work, we will
replace it with lazy evaluation, thereby deferring the checks for
pre-generated tiles until the policy actually selects them. This
should markedly accelerate the creation of longer programs
with complex control flow.

b) Advanced Control-Flow Patterns: The current proto-
type of the generator covers only fundamentals—simple loops,
blocks, and direct or indirect calls, with the possibility to
add more complex idioms with our tiling system. We aim to
add richer templates (e.g., complex parametrized loop headers,
structured recursion) that lock in the outer skeleton while
letting the generator freely fill the bodies.

c) Hierarchical Control Flows: The current version of
the WebAssembly specification only supports single-threaded
execution; configurations with multiple threads are a subject
of future work [15]. In line with the current capabilities of
Wasm, our WASMWEAVER prototype supports hierarchical
control flows; however, we consider the generation of multi-
threaded Wasm code with non-hierarchical control flows as
relevant future work. One approach in this direction is the use
of existing taskset generators, for example, from the domain
of real-time systems and schedulability analyses [[16]], [[17], for
the automatic generation of multi-threaded Wasm workloads.

VI. RELATED WORK

Below, we discuss related program generators, automatic
baselines, and prior work on execution reasoning.

a) Program Code Generators: Yang et al. introduced
Csmith, a seminal generator for stress-testing C compil-
ers [[18]]. For WebAssembly, projects such as WasmCFuzz [[19]]
and wasm-smith [4] output challenging corner cases that
expose compiler faults. WASMWEAVER follows the idea of
structured generation yet pursues a different goal. In Scenario
1, the DRL agent explores the instruction space while symbolic
guards keep every program within fuel and byte limits. Its
reward scheme is configurable, so researchers can align opcode
mix, control-flow depth, or data shapes with any target distri-
bution. Fuzzers like GPTFuzzer [13] and Fuzz4ALL [5] apply
LLMs to make inputs more semantic. They generate runnable
tasks, but they do not establish a deterministic truth for later
evaluation. WASMWEAVER instead logs every reachable path
and output value, which provides the reference needed for fair
comparison.



b) Building Baselines through Generation: GenE pro-
duces LLVM intermediate representation for worst-case
execution-time studies [20]]. GenE and WASMWEAVER share
the challenge of creating benchmarks with a known ground
truth, though their domains differ. Magma inserts synthetic
bugs into hand-picked programs to measure fuzzer cover-
age [21]. WASMWEAVER adopts the same baseline philosophy
but lifts it to autogenerated Wasm tasks that are both diverse
and fully labeled.

¢) Evaluating LLMs for Execution Reasoning: Liu et al.
benchmarked several pretrained models on the CodeNetMut
dataset and highlighted contamination issues that arise from
public training data [22]]. Lyu et al. carried out an exploratory
study in which LLMs execute code and return results [23]].
WASMWEAVER shares their objective of measuring execution
reasoning but removes contamination by generating every task
on demand. Use case 2 of WASMWEAVER is unique. After
each program run, a judge-LLM inspects the ground truth and
its own prediction. Whenever the two differ, the generator
gains a positive reward. This feedback loop steers the DRL
policy toward tasks that expose blind spots of the judge model,
thereby enabling targeted stress tests for future LLM releases.

VII. CONCLUSION

WASMWEAVER, with its ability to produce annotated code
and arguments that execute under predefined upper bounds,
provides, among other things, the missing ground truth for as-
sessing LLMs on downstream code-reasoning tasks. A mask-
guided PPO agent drives a tile-based generator that emits valid,
fuel-bounded Wasm and logs every reachable state, removing
costly manual annotations and avoiding undecidability traps.
Experiments confirm that it can steer opcode mix and length
while reliably exposing systematic errors in models such
as gpt-4o and 03-mini in an LLM-in-the-loop configuration.
WASMWEAVER thus offers a compact, reproducible frame-
work for code generation and rigorous LLM benchmarks.
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